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Abstract 
Lithium-ion batteries (LIBs), with relatively high energy density and power density, have been considered as a vital energy 
source in our daily life, especially in electric vehicles. However, energy density and safety related to thermal runaways are 
the main concerns for their further applications. In order to deeply understand the development of high energy density and 
safe LIBs, we comprehensively review the safety features of LIBs and the failure mechanisms of cathodes, anodes, separators 
and electrolyte. The corresponding solutions for designing safer components are systematically proposed. Additionally, the 
in situ or operando techniques, such as microscopy and spectrum analysis, the fiber Bragg grating sensor and the gas sensor, 
are summarized to monitor the internal conditions of LIBs in real time. The main purpose of this review is to provide some 
general guidelines for the design of safe and high energy density batteries from the views of both material and cell levels.
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1 Introduction

Nowadays, lithium-ion batteries (LIBs) are important energy 
storage devices because of their high energy/power density, 
long cycle life and environmental friendliness [1, 2]. Having 
dominated as the power sources for consumer electronics, 
LIBs are advancing into the field of transportation, especially 
electric vehicles (EVs) [3]. One important parameter of EVs 
is driving range per charge, which is closely related to energy 
density and the weight ratio of the LIB system to the whole 
car, etc. Since the energy density is the most important factor 
to fulfill a long driving range EV, many countries have set 
goals to design the LIBs with high energy density in the near 

future. For example, the objective of energy density is set to 
be 350 Wh kg−1 for the cell and 250 Wh kg−1 for the pack 
by 2020, and the driving range of EVs is set to be 400 km 
for one charge in China [4]. Presently, in order to achieve the 
above energy density goals, many efforts have been focused 
on developing high-capacity cathode and anode materials of 
LIBs [5–7]. For cathode materials, Ni-rich ternary materials 
Li(NixCoyMnz)O2 (x > 0.5) or Li(Ni0.85Co0.1Al0.05)O2 (NCA) 
and Mn-based Li-rich metal-oxide xLi2MnO3·(1–x)LiMO2 
(M = Mn, Co, Ni) have been considered as the most promis-
ing candidates with high capacity [8, 9], while on the anode 
side, major efforts have been devoted to constructing silicon-
based [10] or tin-based carbon composites with high capacity 
and good cycling stability [11]. However, higher-capacity 
materials tend to show lower thermal stability. For instance, 
Ni-rich materials [Li(Ni1−x−yCoxMny)O2] with a higher Ni 
content could offer higher capacity, but their thermal stability 
would be reduced [12].

Apart from energy density, safety is another main concern 
for LIBs widespread application [13]. Several burning acci-
dents of portable electronics and EVs have been reported and 
drawn lots of public attention. Researchers have paid more 
attention to the essence of unsafe behavior of LIBs, showing 
that the exothermic reactions inside batteries are the main 
reasons. In general, these exothermic reactions include: (1) 
excessive delithiation of cathodes would result in irreversible 
structure change of cathodes, oxygen release and oxidization of 
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organic solvents [14]; (2) lithium dendrites formed on anodes 
react with electrolytes to generate a large amount of gas, heat 
and continuous growth of lithium dendrites, which could 
further penetrate separator and hence result in internal short 
circuit of batteries [15]; (3) the melting of PE-based separa-
tors when temperature increases to above 130 °C, which also 
leads to internal short circuit [16]; (4) the electrolyte is easily 
decomposed at high temperature (> 200 °C) and high voltage 
(about 4.6 V) due to the carbonate organic solvents with low 
flash points and low boiling points, which will generate large 
amount of heat [17, 18]. When the amount of heat genera-
tion is higher than its dissipation in a battery, the exothermic 
reactions will cause fast increase in internal temperature and 
pressure of batteries, which may result in thermal runaways, 
burning or even explosion of LIBs [19, 20]. Nowadays, with 
the help of advanced characterization and electrochemical 
analysis techniques, the researchers are trying to get a deeper 
understanding of safety issues of LIBs and then design novel, 
safe and high-capacity cathode and anode materials, as well 
as stabler electrolytes and separators for better batteries with 
high energy density for EVs. In practical application, LIBs 
are assembled in series and parallels into a battery module 
with high voltage and energy, and the safety issue of the bat-
tery system is different from a single cell [21]. Rather than 
just focusing on safer materials for LIBs, it is necessary to 
develop real-time internal state monitoring methods to keep 
track of the cell’s state of charge (SOC) [22] and state of health 
(SOH) [23], electrolyte leakage [24], dendrite growth [25], 
etc., to ensure the safety of the running cells at the same time. 
For example, in situ ultrasonic detection for tracking SOC 
[26], neutron diffraction for dendrite detection [27] and a gas 
sensor for electrolyte leakage detection [24] can be used to 
monitor the internal state of the battery during operation, thus 
ensuring that the battery is working within the safety range. 
In this review, we aim to provide guidance toward reasonable 
materials design and effective cell monitoring methods for the 
practical application of high energy density LIBs in EVs. We 
systematically discuss the safety features of LIBs and give a 
brief summary of certification standards before LIBs applied in 
EVs and failure mechanisms of cathodes and anodes. Based on 
the failure mechanisms, we collect and discuss the correspond-
ing methods for fabricating applicable electrode materials for 
high-quality LIBs. To ensure LIBs working within the safety 
range, advanced monitoring methods for the cells are summa-
rized. Finally, we present a prospect for the future development 
of safer LIBs in EVs.

2  Safety Issue of LIBs

Due to high energy density, high voltage and long cycle life, 
LIBs have been applied extensively in the fields such as con-
sumer electronics and transportation since their invention in 

1991 by Sony Ltd. [28]. The safety of LIBs is long regarded 
as one of the important issues due to the serious conse-
quence. Even for the small cell phones, once the explosion 
accident happens, it will draw much public attention to the 
safety issues, cause maybe millions of dollars loss and bring 
damage to the extensive application [29, 30]. Compared with 
consumer electronics, EVs are driven by high-energy and 
power battery systems that contain a large number of cells 
connected in series and parallels [21]. For example, the Tesla 
Model S (99 kWh battery pack) is powered by 8256 cylindri-
cal cells packed together in series and parallels. The safety 
issue becomes more important and also more complicated. 
Due to the special working condition of EVs, the battery 
system will suffer different kinds of vibration, extreme tem-
perature, water soak, fast charging and so on, which are big 
challenges for LIBs [29, 31, 32]. The triggering conditions 
of the failures for EVs include car crash, hard object intru-
sion, overcharge, overdischarge, water soak, overheat, battery 
leakage and electrical system failure, etc. In order to design 
a safer and more reliable LIB-based energy system for EVs 
[29, 31], it is important to gain a deep and comprehensive 
understanding of LIBs safety issue behind these accidents.

3  Safety Features of LIBs and Certification 
Standards

As we know, a LIB contains two electrodes, the cathode 
and the anode, separated by the ion-conductor and electron-
insulator nonaqueous electrolyte. The electrode materials 
usually have a layered structure with lithiation/delithiation 
ability. LIBs have high cell voltage, high volumetric, gravi-
metric and power density, which have gradually become 
principal energy sources in our daily life. However, Li is an 
active element, and the LIBs always work at various volt-
ages, temperatures and other conditions; thus, their safety 
issues should be especially concerned.

In general, LIBs are temperature- and voltage-
sensitive products. Figure  1 shows the behaviors of 
Li(Ni0.5Co0.2Mn0.3)O2/graphite-based LIBs at various volt-
ages and temperatures [33]. There is a comfortable zone with 
a voltage range from 2.5 to 4.2 V and a temperature range 
from − 30 to 55 °C, which is the design index formulated 
by the battery plant. As temperature increases, the batteries 
possess better rate capability due to fast ion migration both 
in the electrolyte and in electrode materials, and quick elec-
trochemical reaction, but the side reactions become severe, 
resulting in a fast capacity decay. If the temperature contin-
ues increasing, hazards may occur due to the decomposition 
of the solid electrolyte interface (SEI) as well as electrode 
materials and continues intensified side reactions. On the 
other hand, low temperature will lead to lithium plating on 
the anode and poor rate capability. Overcharge will result in 
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the decomposition of cathode materials and the oxidization 
of the electrolyte due to depleted lithium ion of the cathode. 
Overdischarge will lead to the decomposition of SEIs on 
the anode and may even cause copper foil oxidization. More 
details are analyzed as below.

3.1  Safety Features of LIBs

3.1.1  LIB Behaviors at Various Voltages

Overcharge Overcharge often happens when the battery is 
charged forcedly after reaching cutoff voltage [32]. Gener-
ally, once the battery is overcharged, over much lithium will 
be delithiated from the cathode and plate on the anode [15, 
34]. It is a common viewpoint that overcharge will cause 
a collapse of cathode materials and exacerbate exothermic 
side reactions, which will generate a lot of heat and hence 
rapidly increase the battery internal temperature [32, 35]. 
According to public data, overcharge is one major reason for 
EV failures. Deeply understanding the overcharge is critical 
for designing safe and reliable EV batteries.

On the cathode side, the olivine-type  LiFePO4 (LFP) 
cathode has the best overcharge performance due to its 

stabler structure after full delithiation. Iriyama’s experi-
ments indicate that LFP could keep its structure stable even 
if charged to 5.0 V (vs. Li/Li+) [36]. On the contrast, over-
delithiation of the layered oxide cathode often leads to the 
collapse of material structure, the decomposition of active 
materials and severe side reactions [37–39], and may even 
lead to the molecular oxygen release, resulting in severe 
oxidation of the electrolyte [35, 38]. Although the ohmic 
heat increases with internal resistance, the rapid temperature 
increase inside the cell is mainly due to the serious side reac-
tions between the cathode and the electrolyte [35, 40]. Zeng 
et al. [35] reported that  LixCoO2 could be deeply charged to 
oxidative  CoO2, but x = 0.16 is a critical point. If the value 
x is less than 0.16,  LixCoO2 will react with electrolytes vio-
lently, releasing a lot of gases and heat. The critical point 
for the cell with  LiNi0.33Co0.33Mn0.33O2 as the cathode is 
at 180% SOC [40, 41]. Once the cell is charged over 180% 
SOC, the cathode reacts violently with the electrolyte, and 
the internal temperature goes up rapidly [40].

Overcharge will also be much easy to cause the disso-
lution of transition metal into the electrolyte, which will 
deeply deteriorate the electrochemical performance of the 
graphite anode [41]. In the  LiMn2O4/graphite battery, the 

Fig. 1  The behaviors of 
Li(Ni0.5Co0.2Mn0.3)O2/graphite-
based LIBs at various voltages 
and temperatures. Reproduced 
with permission from Ref. 
[33]. Copyright 2018, Science 
Publishing Group
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solvated  Mn2+ from the cathode will deposit on the carbon 
anode surface and cause a significant impedance rise and 
capacity fade of the anode [42, 43].

For the anode side, metallic lithium will deposit on the 
anode surface due to too much lithium for anode acception 
[34, 44]. The deposited lithium will react with the electro-
lyte, leading to impedance increase and a lot of heat genera-
tion at the same time [34]. In the worst case, the deposited 
lithium will form dendrites that could puncture the separator 
and lead to self-short, which may trigger the thermal runa-
way [45–47]. Optimizing the cutoff voltage is an effective 
way to maintain low cell impedance and prolong the cycle 
life without sacrificing the energy output. Improving the 
structure stability of the cathode and the electrochemical 
stability of the electrolyte at high voltage is effective for the 
batteries to endure the overcharge.

Overdischarge Overdischarge means that the cell is dis-
charged to the voltage below the lowest limit, which depends 
on the chemistry of the battery. Overdischarge will deterio-
rate the performance of LIBs or even lead to serious safety 
problems, such as internal short circuit.

Overdischarge of the anode will cause decomposition of 
the SEI, generating gases like carbon dioxide, methane and 
carbon monoxide, thus inducing the cell swell [48]. Once the 
battery is recharged, new SEIs will be formed, consuming 
active lithium ions and electrolytes. And the new SEI will 
change the electrochemical properties of the anode, leading 
to capacity degradation [49]. In the case of deep overcharge, 
once the anode potential reaches the oxidation potential of 
copper around 3.5 V (vs.  Li+/Li), the copper current collec-
tor will be oxidized and  Cu2+ ions will be dissolved into the 
electrolyte and migrate across the separator [50, 51]. Then 
the  Cu2+ ions will be reduced during the subsequent charg-
ing process, leading to the deposition of Cu dendrites on the 
cathode [50]. With the growth of Cu dendrites, the separator 
will be penetrated, resulting in self-short and even triggering 
a thermal runaway [49].

Besides that, the morphology of the cathode material 
also changes during the overdischarge process [51, 52]. Shu 
et al. investigated the structural change of  LiCoO2 during 
the overdischarge process. They noticed the irreversible for-
mation of the metastable phase  Li1+xCoII IIIO2−y when the 
voltage goes under 1.0 V (vs. Li/Li+), the  Li1+xCoII IIIO2−y 
will decompose into  Li2O and Co as the final products [53]. 
For LFP, it could be overdischarged to 1.0 V (vs. Li/Li+) 
without any damage. With further overdischarging to 0 V 
(vs. Li/Li+), the olivine structure will collapse, forming 
amorphous compounds [52]. In other words, LFP will be 
destroyed completely with the insertion of 3.78 Li ions. For 
spinel  LiMn2O4 (LMO), with overdischarging, the tetrag-
onal  Li2Mn2O4 is produced at 1.0 V (vs. Li/Li+), and the 
process is reversible. If the voltage drops to 0.33 V (vs. 
Li/Li+), LMO will be destroyed to irreversible solid-state 

amorphization [52, 54]. The layered Ni-rich  LiNixMnyCozO2 
(x + y + z = 1) now becomes hot cathode materials to meet 
the increasing demand of high energy density, and their 
overdischarging performances are even poorer than those 
of LFP and LMO.

3.1.2  LIB Behaviors at Various Temperatures

Low-temperature performance At freezing temperature, 
LIBs will suffer from capacity fade, power attenuation and 
charge difficulty, etc. [55, 56], which is ascribed to the low 
electrolyte conductivity [57], poor kinetics of charge transfer 
[58, 59], increased SEI resistance [55, 60] and low solid-
state lithium diffusivity in graphite [61]. The aforementioned 
low diffusivity of Li ions will result in a decrease in the 
intercalation rate, leading to lithium plating at the graph-
ite surface during the charge process [55, 59]. Most of the 
deposited lithium will turn into “dead lithium,” and it no 
longer participates in the later electrode reaction, which is 
the major reason for capacity fading [55]. Even worse, the 
growing dendrites could pierce the separator membrane and 
induce an internal short circuit, which could result in fearful 
safety problems [62].

Overheat Overheat will result in serious consequences. 
As the temperature increases, normally, the battery under-
goes the following reactions: SEI decomposition, reactions 
between the anode-/cathode-active materials and the electro-
lyte, electrolyte decomposition and the reaction between the 
anode-active materials and the binder, etc. [63, 64], eventu-
ally resulting in the thermal runaway of the battery system. 
These reactions may not happen in an exactly given order; 
some of them may be occurring simultaneously.

When the temperature is above 60 °C, the SEI starts to 
decompose and the exposed lithiated anode materials  (LiC6 
as an example) will rapidly react with the electrolyte. And 
the high temperature will enhance the dissolution of the tran-
sition-metal ions into the electrolyte. The capacity degrada-
tion becomes fast at elevated temperature. As the tempera-
ture goes up to 90 °C, the SEI will completely decompose 
and side reactions will intensify, generating a lot of gases 
and heat. At this moment, the battery may lose most of its 
capacity. As temperature goes higher to the melting point of 
the polymer separator, the battery will lose all of the func-
tions. The high pressure may even burst the cell, and poison 
gas and electrolyte solvents will be leaked out. During the 
overheating process, if the generated heat is more than what 
can be dissipated, the exothermic processes would proceed 
and the cell’s temperature will increase rapidly. The rising 
temperature will further accelerate the chemical reactions, 
rather than the desired galvanic reactions, generating even 
larger amount of heat, and may eventually result in thermal 
runaways. Efficient thermal control of battery is vital for safe 
and reliable operation in the lifetime. In recent years, many 
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coolants have been used in battery thermal management sys-
tems, such as liquid, air, phase change materials, hydrogel 
and so on [65, 66]. The improvement of battery thermal 
management systems greatly depends on optimizing the heat 
capacity and the heat transfer rate of the coolants. Optimiz-
ing the thermal management structure to avoid the hot spot 
suffering overtemperature is also an effective remedy [21].

3.2  Certification Standards of LIBs for EVs

Accidents of EVs occurred frequently in recent years, draw-
ing a lot of public concerns about LIB safety. In order to 
improve the safety of EVs, many compulsory testing stand-
ards have been formulated for the LIBs before assembling 
the batteries in cars. Some typical compulsory testing 
standards formulated by each region of the world such as 
SAE J2464-2009, SAE J2929-2011, QT/T 743-2006, GB/T 
31485, SAND 3123-2005, UN 38.3-2011 and IEC 62660-
2:2010 are summarized in Table 1 [67]. The tests are strived 
to simulate how LIBs would react in real accidents.

According to Table 1, we can see that all of the testing 
standards focus on mechanical abuse, thermal abuse and 
electrical abuse with a slight difference. For mechanical 
abuse, the principal items are vibration, drop, penetration, 
immersion and crush tests. For thermal abuse, the main issue 
is thermal stability. For electrical abuse, the most focused 

ones are external short circuit, overcharge and overdischarge 
tests. Nowadays, some new test subjects such as rotation, 
thermal shock cycles and partial short circuit have been pro-
posed to add to the compulsory test standards. However, the 
reasons for EV failures are diversiform. The battery safety 
issue is a complex subject, which should be paid more 
efforts. We need to get more information from the in-depth 
analysis.

The European Council for Automotive Research and 
Development (EUCAR) assigns the hazard into 8 levels as 
shown in Table 2 [68]. To meet the requirement of automo-
bile safety, the LIB failures should be suppressed at least to 
level 4 [69]. To alleviate the hazardous level, many works 
have been done, such as modifying active materials and 
strengthening separators. Due to the lack of cognition on the 
complicated failure mechanisms about LIBs, it is urgent to 
establish a clear and quantitative relationship among materi-
als, electrodes and cell levels.

4  Design for Safe LIBs on the Cell Level

4.1  Cathode Materials

Presently, as shown in Table 3 [33], three types of cathode 
materials are widely used, which are LFP, LMO and layered 

Table 1  Summary of the compulsory test standards for LIBs. Reproduced with permission from Ref. [67]. Copyright 2018, Elsevier

√—with requirement to take such a test; N/A—without requirement to take such a test

No. Standard SAE 
J2464-
2009

SAE 
j2929-
2011

QC/T 743-2006 GB/T 31485 SAND 
2005-
3123

UN 38.3-2011 IEC 
62660-
2:2010

1 Mechanical abuse
Vibration N/A √ √ √ N/A √ √
Shock √ √ N/A N/A √ N/A N/A
Drop √ √ √ √ √ N/A N/A
Penetration √ N/A √ √ √ N/A N/A
Rotation √ N/A N/A N/A √ N/A N/A
Immersion √ √ N/A √ √ N/A N/A
Crush √ √ √ √ √ √ √

2 Thermal abuse
High-temperature hazard/vehicle fire √ √ N/A N/A √ N/A √
Thermal stability √ N/A N/A N/A √ N/A N/A
Thermal stability cycling (without 

thermal management)
√ N/A N/A N/A N/A N/A N/A

Thermal shock cycling √ √ N/A √ √ √ √
3 Electrical abuse

External short circuit √ √ √ √ √ √ √
Partial short circuit N/A N/A N/A N/A √ N/A N/A
Overcharge √ √ √ √ √ √ √
Overdischarge √ √ √ √ √ N/A √
Forced discharge N/A N/A N/A N/A N/A √ N/A
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oxide of  LiMO2 (M = Ni, Co, Mn and Al). Among them, 
LFP is commonly used for its low cost, the highest thermal 
stability and long cyclability. It could keep stable at a tem-
perature of 350 °C [70], which is attributed to its strong P=O 
covalent bond in  PO4

3− octahedral structure [71]. The equa-
tion shows the decomposition for the delithiated  Li0FePO4 
[72].

However, it shows a low theoretical specific capacity of 
170 mAh g−1 and low volume energy density due to its low 
tap density of about 2.2 g cm−3.

In contrast to LFP, LMO possesses better manufactur-
ing performance. However, it suffers from low energy den-
sity and poor cycling stability due to Mn dissolution dur-
ing the charge/discharge process, especially at evaluated 
temperature. Compared with other cathode materials, Ni-
based layered oxides have been widely investigated because 
of their higher specific energy. Among them, pure  LiNiO2 
suffers from poor electrochemical properties and thermal 
stability [73–75]. By replacing Ni with Mn, Co or Al into 

(1)2Li
0
FePO

4
→ Fe

2
P
2
O

7
+ 0.5O

2

lattice structure, typical  LiNixCoyMnzO2 (0 < x < 1, 0 < y < 1, 
0 < z < 1, x + y + z = 1) including NCM333 (x:y:z = 3:3:3), 
NCM433 (4:3:3), NCM532 (5:3:2), NMC622 (6:2:2) and 
NCM811 (8:1:1), has been developed to enhance elec-
trochemical properties [76, 77]. Among these materials, 
higher utilization of lithium at the same voltage range 
would be obtained with the increasing Ni content. Thus, 
the cathode materials with a higher Ni content such as 
 LiNi0.8Co0.15Al0.05O2 (NCA) and NCM811 have been 
regarded as promising candidates to meet requirements of 
energy, power and cost for application of EVs [78, 79]. How-
ever, it is reported that these materials with larger specific 
energy would present a lower onset temperature of phase 
transition and are easy to release a large amount of oxy-
gen during phase transition. Figure 2 shows the guidelines 
for the temperature ranges of phase transitions for the four 
charged NMC433, NMC532, NMC622 and NMC811 [76]. 
It could be seen that the onset temperature of NMC111 is 
about 260 °C, but the first phase transition of NMC 811 
starts at about 135 °C [76]. It was reported that the onset 
temperature of NCA is around 170 °C [80].

Table 2  The EUCAR hazard levels. Reproduced with permission from Ref. [68]. Copyright 2015, American Chemical Society

Hazard level Description Classification criteria and effect

0 No effect No effect. No loss of functionality
1 Passive. Protection activated No defect; no leakage, no venting, fire or flame; no rupture, no explosion; no exothermic reaction or 

thermal runaway; cell reversibly damaged; repair of protection device needed
2 Defect/damage No leakage; no venting, fire, or flame; no rupture; no explosion; no exothermic reaction or thermal 

runaway; cell irreversibly damaged; repair needed
3 Leakage, ∆mass < 50% No venting, fire, or flame; no rupture; no explosion; weight loss < 50% of electrolyte weight (elec-

trolyte = “solvent + salt”)
4 Venting, ∆mass ⩾ 50% No fire or flame; no rupture; no explosion; weight loss ≥ 50% of electrolyte weight (electro-

lyte = “solvent + salt”)
5 Fire or flame No rupture; no explosion (i.e., no flying parts)
6 Rupture No explosion, but flying parts of the active mass
7 Explosion Explosion (i.e., disintegration of the cell)

Table 3  Comparison of electrochemical properties and price for cathode materials. Reproduced with permission from Ref. [33]. Copyright 
2018, Science publishing group

Material LiFePO4 LiMn2O4 LiCoO2 Li(NixCoyMnz)O2 LiNi0.8Co0.15Al0.05O2

Average voltage (V) 3.4 3.8 3.7 3.6 3.6
Specific capacity (mAh g−1) 130–140 100–120 135–150 160–220 180–200
Cycle number 2000–5000 500–2000 500–1000 800–2000 800–2000
Safety performance Excellent Good Poor Poor Poor
Price (thousand $ ton−1) 7.4–14.7 4.4–8.8 50–57 22–29 26–35

(2)Li
0.36

Ni
0.8
Co

0.15
Al

0.05
O

2
→ 0.18Li

2
O + 0.8NiO + 0.05Co

3
O

4
+ 0.025Al

2
O + 0.372O

2
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To effectively enhance the safety and electrochemical per-
formances of LIBs, the mechanism of capacity degradation 
and poor thermal stability for these cathode materials should 
be deeply understood. With the aids of various advanced 
characterization tools, it is convenient for us to explore and 
optimize cathode materials of safe LIBs for EVs.

4.1.1  Failure Mechanism of Cathode

In general, poor thermal stability and cycle performance of 
nickel-rich layered oxide mainly stem from chemical reac-
tions between delithiated cathodes and nonaqueous electro-
lytes at elevated temperature, which cause decomposition of 
cathode material and oxidation of electrolytes. The overdel-
ithiated cathode would release oxygen from its lattice due to 
its high oxidability. Further, the electrolyte could react with 
oxygen to generate heat. If the heat generation and accumu-
lation are more than its dissipation, a catastrophic failure of 
the cell will happen [81]. For the sake of designing safe cath-
ode materials with high capacity, mechanisms of structure 
evolution, thermal stability and oxygen release in cathode 
materials during cycling should be thoroughly demonstrated. 
For example, some researchers investigated the structure 
evolution mechanism of NCM111 during cycling by in situ 
high-resolution synchrotron radiation diffraction and neutron 
powder diffraction. As shown in Fig. 3a and b, when the 
charge voltage is below 4.2 V, NCM111 maintains layered 
hexagonal phase H1 structure with slightly increased c and 
decreased a lattice parameters. When the voltage region is 
from 4.2 to 4.4 V, a new hexagonal phase H2 is detected and 
gradually intensified. When it is charged to a high voltage 
above 4.6 V, irreversible structure change appears from the 

original layered structure phase to a layered hexagonal phase 
H3 and a cubic spinel phase. After full lithiation, lattice 
parameters do not go back to its original ones, indicative 
of an irreversible structure evolution after charging to high 
voltage [82].

Besides structure degradation of cathode materials, the 
parasitic reaction arising from interactions between elec-
trolytes and highly reactive delithiated cathodes is also one 
main reason of failure for Ni-rich cathodes during cycling 
above 4.2 V. Chen et al. [83] developed an in situ high-
energy X-ray diffraction (HEXRD) technique as an alter-
native to differential scanning calorimetry (DSC) and used 
it to investigate the chemical reactions between electrode 
materials and electrolytes during thermal ramping. Fig-
ure 3c–e shows the in situ XRD patterns of pure delithiated 
 Li1.1(Ni1/3Mn1/3Co1/3)0.9O2 (NMC), the delithiated cathode 
in the presence of EC/EMC (3:7, by weight) and mixed del-
ithiated NMC with an equivalent amount of 1.2 M  LiPF6 in 
EC/EMC (3:7, in weight ratios) during thermal ramping. 
Compared to pure NMC, the mixed one in the presence of 
electrolytes decomposed much earlier with the onset temper-
ature reducing from 278 to 197 °C. This result indicates that 
the thermal decomposition pathway of delithiated cathode 
materials,  Li1−x(Ni1/3Mn1/3Co1/3)0.9O2, strongly depends on 
the exposed chemical environment, revealing the necessity 
of precise surface design.

In the microlevel, Ni-rich cathode materials consist of 
some secondary micrometer particles, which is aggregated 
by primary micrometer particles. The microstructural evo-
lution of the single Li(Ni0.8Co0.15Al0.05)O2 particle during 
electrochemical cycling was further demonstrated by using 
in situ electron microscopy (Fig. 3f, g). Compared with the 

Fig. 2  a Onset temperature and 
b the corresponding tem-
perature region of the phase 
transition for NMC. Reproduced 
with permission from Ref. [76]. 
Copyright 2014, American 
Chemical Society
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Fig. 3  In situ/operando techniques for the in-depth understanding of 
LIBs. a In situ synchrotron radiation powder diffraction (SRD) of the 
NCM111 electrode: the contour plot of reflection evolution of 003, 
101, 104, 018 and 110 during the first delithiation–lithiation. b Lat-
tice parameter changes of NCM111 during the first charge–discharge 
process. Reproduced with permission from Ref. [82]. Copyright 
2019, The Electrochemical Society. In  situ HEXRD patterns of del-
ithiated  Li1−x(Ni1/3Mn1/3Co1/3)0.9O2 during thermal abuse for c the 
dry delithiated cathode and d the delithiated cathode with the pres-
ence of EC/EMC (3:7, in weight ratios). e The delithiated cathode 
with the presence of 1.2 M  LiPF6 in EC/EMC (3:7, in weight ratios). 
Reproduced with permission from Ref. [83]. Copyright 2013, Wiley–

VCH. In  situ SEM image for showing the progression of particle 
fracture and fragmentation during cycles of f the as-prepared sample 
and g the sample after three complete charge/discharge cycles. Repro-
duced with permission from Ref. [84]. Copyright 2013, Wiley-VCH. 
h Changes in secondary particle volume from in  situ light micros-
copy for (left) NCM111 and (right) NCM811 cathodes cycled against 
metallic lithium anodes. Only the second cycle is shown for clarity. 
Shaded areas represent the error margin. The corresponding voltage 
profiles and the evolution of the lithium content [x(Li)] with cycling 
time are shown as well. Reproduced with permission from Ref. [85]. 
Copyright 2017, American Chemical Society
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as-prepared particles, the particles after three cycles showed 
obvious cracks, which allow penetration of electrolytes 
between primary particles. The above result suggests that 
loss of grain-to-grain connectivity between particles would 
result in capacity fading and performance degradation [84]. 
Furthermore, more exposed cathode surface during cycling 
will intensify reactions between cathodes and electrolytes, 
which would aggravate capacity fade.

The generation of cracks between micrometer-sized sec-
ondary particles is due to anisotropic lattice change of pri-
mary nanoparticles during repeated  Li+ insertion/extraction 
[85]. Kondrakov et al. [85] compared volumetric changes 
between NCM111 and NCM811 during cycling from 3.0 
to 4.3 V versus Li/Li+ via in situ XRD, which were 1.2% 
and 5.1%, respectively (Fig. 3h). The Ni-rich cathode with a 
higher Ni content will utilize more lithium than a lower one, 
which means a deeper delithiated state. Volume change of 
NCM811 secondary particles (7.8% ± 1.5%) is even larger 
than that of NCM111 (3.3% ± 2.4%), which could be attrib-
uted to obvious decrease in the interlayer lattice parameter 
c from 14.467 to 14.030 Å.

Above all, with the aid of advanced characterization tech-
niques, the reasons, for structure evolution as well as side 
reaction between the electrolytes and the primary particles 
of cathode materials, have been deeply understood in the 
microlevel, which would guide us to design safe cathodes.

4.1.2  Cathode Material Design for Safe LIBs

As mentioned above, overlithiated cathodes will lead to 
irreversible structure change to nonelectrochemically active 
structure, large volumetric expansion and oxygen release 
during cycling. To solve these problems, many efforts have 
been made by controlling cation mixing [86], doping [87], 
surface coating [88], constructing core–shell structure 
and designing concentration-gradient composition with a 
decreasing Ni content and an increasing Mn content from 
the inner part to the outer part of cathode particles [89].

Doping Introducing extrinsic cations or anions into lay-
ered structure has proved to be an effective way to address 
structural instability of Ni-rich cathode materials. In general, 
doping in cathode materials can suppress the order–disorder 
transition by preventing  Ni2+ ions migration to the unde-
sired Li slab during cycling, stabilize structure and avoid 
oxygen release by increasing the bonding strength between 
anions and transition-metal ions. The effective dopant ions 
include Al, Mg, Zr, Ti, Ga and F [87]. Kam et al. [90] used 
 Ti4+ to partially substitute  Co3+ at transition-metal sites. The 
valence difference between  Ti4+ and  Co3+ is compensated by 
the reduction of Mn from + 4 to + 3 to stabilize the layered 
structure.  Ti4+ substitution can prevent phase change during 
cycling by restricting Ni migration to the Li slab, which is 

helpful to improve structural stability even with cycling to 
high voltage. With increasing the amount of cation dopants 
in transition layered structure, the specific capacity of the 
cathode material will generally decrease due to inert prop-
erties of the dopants. Thus, an ideal dopant would largely 
improve the structure stability but at the same time not lower 
specific capacity with a small amount of doping. The Al-
based dopant is a good example. The cathode material with 
less than 5% Al doping almost remains unchanged specific 
capacity as compared with the original one [91].

For anion doping, F-doping has been considered as a 
promising approach for stabilizing the layered structure and 
optimizing cycle stability, since F is the most electronegative 
element and can form strong bonding with transition metals 
in the layered cathodes [92]. With the partial replacement of 
oxygen-metal bonds by the fluorine-metal bond, the initial 
Columbic efficiency, cycle performance and voltage degra-
dation have been effectively improved, for example, in Li (
Li0.133Mn0.467Ni0.2Co0.2)O1.95F0.05 (LMR). Additionally, the 
structure stability of LMR is improved upon heating, which 
is confirmed by in situ X-ray diffraction [93].

Surface/structure modification During charge/discharge, 
side reactions between cathodes and electrolytes would be 
accelerated by reactive  Ni4+ and  Co4+ ions, which will dete-
riorate the cathode surface and make the cathode electrolyte 
interface (CEI) become thicker. Surface/structure modifica-
tion is effective to solve the above problem of cathodes. To 
date, three typical methods have been widely used to achieve 
high-capacity Ni-rich cathodes, which are summarized in 
Table 4, including surface coating, core–shell and concen-
tration-gradient cathode fabrications [89]. In the following 
section, recent advances are discussed in detail by describing 
the representative examples.

(1) Surface coating Surface coating is an effective way to 
suppress the side reactions between cathode materials and 
electrolytes without sacrificing capacity. The surface coating 
layer could act as a physical protection barrier to reduce side 
reactions between electrolytes and active cathode materials, 
especially at highly lithiated states. Additionally, the coating 
layer could serve as the scavenger of hydrogen fluoride (HF). 
Without the proper coating, HF will attack the cathode sur-
face, making the transition-metal ions dissolved into electro-
lytes. Taking the  TiO2 coating layer as an example, as metal 
fluorides present much lower Gibbs formation energy than 
the corresponding metal oxides, acidic HF will react with 
 TiO2 as  TiO2 + 4HF → TiF4 + 2H2O. The formed  TiF4 layer 
will further prevent the surface from being attacked by the 
acidity of electrolyte. Furthermore, the coating layer could 
help to suppress the phase transition of cathodes from a layer 
structure to a rock-salt phase during lithiation/delithiation.

Recently, many efforts have been focused on constructing 
a coating layer. The layers of  TiO2 [94, 95],  Al2O3 [96], MgO 
[97] and  ZrO2 [98] are generally much stable but exhibit low 
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Li-ion conductivity. The thickness and homogeneity of the 
coating layer is vital to balance stability and rate capability. 
One of the promising techniques for achieving uniform thin 
coating layers on cathode materials is atomic layer deposition 
(ALD), which features low growth temperature, atomic-scale/
stoichiometric deposition and excellent uniformity [99]. Xie 
et al. took advantage of ALD to construct a uniform, thin, 
stable and Li-ion conductive  LiAlF4 interfacial coating layer 
on an NCM811 electrode and obtained improved stability and 
comparable rate performance. Zhang et al. employed ALD to 
coat the layered oxide cathode with  Al2O3 and significantly 
improved the cycle ability of cathodes. Systematic STEM 
atomic-level imaging and nanoscale chemical composition 
analysis reveals that uniform  Al2O3 coating acts as a physical 
barrier between cathodes and electrolytes, prevents surface 
structure transformation and suppresses Mn dissolution in the 
electrolyte [100]. However, the ALD method is not efficient 
enough for large-scale production.

Among the coating materials, inorganic species have dif-
ferent kinds of crystal structure as compared with transition 
layered oxides, which makes them difficult to realize uni-
form coating. Further, the adhesion between coating materi-
als and cathodes is relatively weak. During repeat cycling, 
the coating layer might detach from cathode particles. At 
this point, organic conductive polymers are attractive since 
they possess better elasticity, which can buffer the volume 
change of cathodes during cycling. However, polymers 
show poor thermal stability and good porosity, which will 
decrease the thermal stability of cathodes. A combination of 
organic conductive polymers and inorganic materials might 
be a good choice.

(2) Core–shell cathode Compared with doping and coat-
ing with inert materials, coated materials with electrochemi-
cally active and fast  Li+ insertion/delithiation properties are 

used, which would not sacrifice the high capacity of Ni-rich 
cathode. As shown in Fig. 4a, b, transition layered oxides 
with a higher Ni content show worse thermal stability [101]. 
In order to effectively increase thermal stability and maintain 
high capacity at the same time, constructing “core–shell” 
structured materials with a higher Mn content in the shell 
and a higher Ni content in the core, is proven effective 
(Fig. 4c) [102]. For example, a material with a Li(Ni0.8Co0.2)
O2 Ni-rich core encapsulated by a 1-μm-thick Mn-rich 
Li(Ni0.5Mn0.5)O2 shell was prepared (Fig. 4d) [103]. The 
Mn-rich shell shows good thermal and structural stability, 
while the Ni-rich core contributes to high specific capacity. 
The primary exothermic temperature of  Li1−δ(Ni0.5Mn0.5)O2 
began at approximately 300 °C [104], which is about 100 °C 
higher than that of  Li1−δ(Ni0.8Co0.2)O2. The core material 
delivers a capacity of 220 mAh g−1, much higher than that 
of the shell material (140 mAh  g−1). Compared with pure 
Li(Ni0.8Co0.2)O2 (Fig. 4e), the core–shell Li[ (Ni0.8Co0.2)0.

8(Ni0.5Mn0.5)0.2]O2 material exhibits improved thermal sta-
bility. The pouch cell with core–shell Li[(Ni0.8Co0.2)0.8(Ni0.5
Mn0.5)0.2]O2 as the cathode shows excellent nail penetration 
performance [103]. Sun et al. further explored the effect of 
shell thickness on the thermal stability based on core–shell 
Li[(Ni0.8Co0.1Mn0.1)1−x(Ni0.5Mn0.5)x]O2 particles. With the 
increasing thickness of the shell layer, the thermal stability 
of the core–shell material is enhanced (Fig. 4f) [105]. How-
ever, due to the mismatch of the crystal structure of shell 
and core materials, volume change during repeated charge/
discharge is different, which will create voids between 
cores and shells, even leading to primary partial cracks. 
The voids between the core and the shell may hinder the 
Li-ion migration, and the cracks will make the fresh sur-
face being exposed to the electrolyte, causing severe side 

Table 4  A summary of surface/structure modification methods for Ni-rich cathodes [89]

Methods Key points Advantages Disadvantages Safety comparison

Surface coating Chemical and electrochemical stabil-
ity of surface layers

Uniformly coating for effective pas-
sive physical protection

Ultra-thin for fast  Li+ conductivity
Good mechanical stability

Easy manipulation
Low costs
Variety (the choice of coating materi-

als)

Hard to obtain uniform 
coating with proper 
thickness

Poor rate capability
Limited improvement 

for both cycling and 
safety performance

Good

Core–shell cathode Electrochemical active of shell 
materials

High thermal stability of shell materi-
als

Well compatibility between core and 
shell materials

Uniform encapsulation with high 
thermal stability shell materials

Shell materials provide additional 
capacity

Improved cycling and thermal stabil-
ity

Incompatible volume 
change between 
cores and shells

Complex production 
processes

Excellent

Concentration-gra-
dient cathode

Precisely controlling of the concen-
tration-gradient shell

Well combination of thermal stability 
and high capacity

Improved cycling and thermal stabil-
ity

Difficult to manipulate
High costs

Excellent
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reaction. And the low-capacity shell materials will decrease 
the whole capacity.

(3) Concentration-gradient cathode In order to eliminate 
the large difference between cores and shells, concentration-
gradient structure is introduced to further enhance the capacity 
of cathode materials. With chemical composition continuously 
varying from the core/shell interface to the outermost surface 
of the shell, the structural inconsistency of the interface is 
eliminated. A full concentration-gradient (FCG) cathode, in 
which the concentration of the main species is fully gradi-
ent changeable, is developed for ideal performance. Unlike 

the core–shell materials with concentration gradients, the 
FCG cathode shows more flexibility in adjusting gradients 
(Fig. 4g). A pioneering work was reported by Amine et al. 
[106] on a Ni-rich layered oxide with a nominal composition 
of  LiNi0.75Co0.10Mn0.15O2. As shown in Fig. 4h, the concentra-
tions of Ni and Mn vary continuously from central to surface 
areas within a primary particle of ~ 5 μm, with  LiNi0.9Co0.1O2 
in the core and  LiNi0.7Co0.1Mn0.2O2 on the surface. Due to a 
large distance for gradient change, the structural inconsistency 
is minimized. This advanced FCG material delivers a specific 
capacity up to 215 mAh g−1 with outstanding cycling stability 

Fig. 4  a A map of the relationship between discharge capacity, ther-
mal stability and capacity retention. b The DSC data of Ni-rich mate-
rials charged to 4.3 V. Reproduced with permission from Ref. [101]. 
Copyright 2015, Wiley-VCH. c Schematic drawings of Ni-rich core 
and Mn-rich shell structure. Reproduced with permission from Ref. 
[102]. Copyright 2016, Wiley-VCH. d SEM images of core–shell Li[
(Ni0.8Co0.2)0.8(Ni0.5Mn0.5)0.2]O2 powders after 150 cycles. e Voltage 
versus cell surface temperature plots in the Li-ion cells of core–shell 
C/Li[(Ni0.8Co0.2)0.8(Ni0.5Mn0.5)0.2]O2 cells during nail penetration 
tests at 4.3 V. Insets show the Li-ion cell images of spherical C/core–
shell Li[(Ni0.8Co0.2)0.8(Ni0.5Mn0.5)0.2]O2 cells after nail penetration at 
4.3 V. Reproduced with permission from Ref. [103]. Copyright 2006, 
American Chemical Society. f DSC profiles of Li[(Ni0.8Co0.1Mn0.1

)1–x(Ni0.5Mn0.5)x]O2 (x = 0–1) electrodes charged to 4.5  V versus Li. 
Reproduced with permission from Ref. [105]. Copyright 2006, Amer-
ican Chemical Society. g Schematic diagram of the FCG lithium tran-
sition-metal-oxide particle with the Ni concentration decreasing from 
the center toward the outer layer and the concentration of Mn increas-
ing accordingly. h EPMA line scan of the integrated atomic ratio of 
transition metals as a function of the distance from the particle center 
to the surface for the lithiated FCG material. i DSC profiles of the 
delithiated FCG material, the delithiated  Li1–xNi0.86Co0.10Mn0.04O2 
and the delithiated  Li1−xNi0.7Co0.1Mn0.2O2 with a scanning rate of 
1 °C min−1. Reproduced with permission from Ref. [106]. Copyright 
2012, Nature Publishing Group
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in a full-cell configuration and maintains 90% capacity even 
after 1000 cycles. These results reveal that the chemical com-
positions of outer shells play a vital role in both electrochemi-
cal performance and thermal stability of Ni-rich materials 
(Fig. 4i). Sun et al. recently designed a Ni-rich concentra-
tion-gradient Li(Ni0.865Co0.12Al0.015)O2 (NCA) cathode, with 
a Ni-rich core and a Co-rich particle surface. With a much 
more stable surface shell, this gradient NCA cathode showed 
improved high-temperature cycle performance and maintained 
90% of its initial capacity after 100 cycles at 60 °C and excel-
lent thermal stability. The Co-rich surface provides a physical 
barrier between Ni-rich core materials and electrolytes. With 
the concentration-gradient shell, the inherent internal strain 
is largely reduced, ensuring a stable particle during lifetime 
[107]. The concentration-gradient-type materials are promis-
ing for practical application, but they still face many challenges 
such as controlling coverage and the consistent gradient of 
batches when extending to a 1000-fold and even larger scale.

Design better particles The layered oxide materials are 
commonly prepared by the co-precipitation method with 
round-shape primary particles randomly aggregating into 
large secondary particles. Anisotropic lattice volume expan-
sion or contraction between the primary particles during 
cycling will result in microcracks, and electrolytes will pen-
etrate into microcracks, causing severe side reaction.

Another way to eliminate cracks in the secondary par-
ticles is directly using single-crystal cathodes. Dahn et al. 
compared single-crystal and polycrystalline NCM523-pos-
itive electrode materials for high-voltage LIBs. The results 
show that single-crystal materials yield to longer lifetime 
for LIBs at both 40 and 55 °C when tested at an upper cutoff 
potential of 4.4 V. The reasons for superior performance of 
the single-crystal-based cells were explored by using ther-
mogravimetric analysis/mass spectrometry experiments on 
the charged electrode materials, showing that single-crys-
tal materials are extremely resistant to oxygen loss below 
100 °C compared with the polycrystalline materials [108].

Kim et al. [109] reported a new concept to overcome the 
crack problem in the secondary particles of Ni-rich cathode 
materials via the nanoscaled surface treatment of the primary 
particles. As presented in the schematic diagram (Fig. 5a), 
NCM622 cathode materials with the surface treatment of its 
primary particles were prepared with the solution of lithium 
acetate and cobalt acetate (final products marked as ST-
NCM). The surface of ST-NCM primary particles consists 
of the cation-mixing layer as a pillar layer, which effectively 
improves the structural stability and electrochemical perfor-
mance of the cathode by suppressing the microcracks in the 
particles during cycling. As shown in Fig. 5b, c, compared 
with bare materials, the ST-NCM second particles remain 
tightly bound after 150 cycles. On the contrary, the untreated 
cathode materials appear obvious microcracks. Moreover, due 
to the cation-mixing layer on the surface with strong Mn–O 

bonding, oxygen release would be prevented at elevated 
temperatures in ST-NCM. Such a creative treating method 
of primary particles provides us a way to improve both the 
electrochemical properties and thermal stability of cathodes.

Sun et al. [110] synthesized micrometer-sized Ni-rich 
NCM811 secondary cathode materials consisting of radi-
ally aligned single-crystal primary particles to address the 
issue of particle cracks during cycles (Fig. 5d). The aligned 
single-crystal secondary particles packed tightly (Fig. 5e), 
achieving coordinated charge–discharge volume change, 
which could alleviate the volume change-induced intergrain 
stress. This material with unique structure exhibits excel-
lent cycling performance without any degradation after 
300 cycles. The primary particles maintain origin shapes 
without obvious cracks (Fig. 5f). Sun et al. [111] applied 
this method into concentration-gradient-type cathodes with 
Ni concentration decreasing linearly and Co concentration 
increasing from the center to the outer surfaces (Fig. 5g). 
The primary particles are composed of the rod-shaped sec-
ondary particles of ~ 2.5 μm grown in the radial direction 
(Fig. 5h). This cathode is paired with mesocarbon micro-
bead graphite to assemble into an aluminum pouch-type full 
cell (~ 35 mAh). The full cell shows excellent cycle perfor-
mance and maintains 70.3% capacity after 1000 cycles even 
at 55 °C (Fig. 5i). Such good cycle performance is mainly 
attributed to the stable surface and well-combined second 
particles, which can reduce the internal stress.

4.2  Anode Materials

Based on the lithiation/delithiation mechanism, anode mate-
rials can be classified into three types. (1) Intercalation 
anodes include carbon-based materials and lithium titanium 
oxide (LTO), in which lithium ions are inserted into crystals 
with low volume expansion [112, 113]. Graphite has been 
commercially used as LIB anode for about 20 years due to 
its low costs, high electrical conductivity and low-potential 
plateau [112]. LTO has also been used in LIB markets for its 
high rate charge/discharge and long cycle life [114]. How-
ever, the shortcomings of LTO are its high lithiation/delithi-
ation plateau (≈ 1.55 V vs. Li/Li+) and low specific capacity 
(175 mAh g−1) [113]. (2) Conversion reaction anodes consist 
of MX, where M would be transition metals such as Fe, Co 
and Cu, and X may be O, F or even H. Hence, MX could 
be compounds like  Fe2O3,  Co2O3 and CuO. During charge/
discharge, these materials show higher specific capacity than 
intercalation anodes. However, their poor electronic conduc-
tivity may result in large irreversible capacity and voltage 
hysteresis and low rate performance [115]. (3) Alloying-
type anode materials mainly refer to the IV and V groups, 
including Si, Ge, Sn, Sb metal and metal oxides, sulfides 
or phosphides. The alloying-type anodes could theoretically 
alloy with x  Li+ to be  LixM and offer discharge capacity 
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almost four times higher than that of graphite. However, the 
huge volume change (> 300%) during alloying and dealloy-
ing would result in serious pulverization and poor cycle life, 
which severely restricts their practical application [116].

Although alternative anode materials such as the con-
version type and the alloying type have been explored 
for high energy density, many researchers focus on how 
to improve reversible capacity, effectively alleviate large 

Fig. 5  a Schematic diagram of a coating method for alleviating the 
surface degradation of  LiNi0.6Co0.2Mn0.2O2 cathode materials and 
the comparison of particle cross sections. b Before and c after 150 
cycles before and after the modification. Reproduced with permis-
sion from Ref. [109]. Copyright 2015, American Chemical Society. 
d Schematic illustration of the structure of radially aligned primary 
particles. SEM images of radially aligned primary particles e before 
and f after cycle. Reproduced with permission from Ref. [110]. Copy-
right 2019, Wiley-VCH. g Integrated atomic ratio of transition metals 

as a function of the distance from the center of the particle for the 
lithiated FCG–Mn–F material. h TEM image, along with EDS data 
along the single elongated FCG–Mn–F primary particle. i Cycling 
performance of the laminated-type Al-pouch cell (35 mAh) by using 
mesocarbon microbead (MCMB) graphite as the anode and FCG–
Mn–F as the cathode at a rate of 1 C, corresponding to 200 mA g−1 
(an upper cutoff voltage of 4.4 V). Reproduced with permission from 
Ref. [111]. Copyright 2013, American Chemical Society
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volume expansion and control capacity fading [117]. Hence, 
the safety issues of these materials have not received much 
concern [118]. Therefore, we only concentrate on the safety 
problems of the commercial graphite anode in this review.

4.2.1  Failure Mechanism of Anodes

As shown in Fig. 6 [119], during the initial charging process 
of a fresh LIB in the carbonate-based nonaqueous electro-
lyte, the SEI is firstly formed in a potential window range of 
0.6–1.3 V versus Li/Li+ in the anode side [120]. It is well 
known that the conventional SEI is mainly composed of sta-
ble inorganic components (such as LiF,  Li2O and  Li2CO3) 
and some metastable organic components [such as polymers, 
 ROCO2Li,  (CH2OCO2Li)2 and ROLi] [121]. Li ions inter-
calate into graphite in the range of 0.065–0.2 V over charg-
ing. As the potential is below 0 V, Li ions would deposit 
on graphite and grow to Li dendrites on the anode surface, 
which may impale separators and hence lead to short circuit 
and heat generation [122].

Generally, the SEI film is relatively stable, which can per-
meate  Li+ to react with graphite. However, during operation, 
under some abuse conditions such as excessive currents, over-
charging, internal/external short circuiting or high tempera-
ture, LIBs would be ignited to generate heat. Some researches 
show that SEIs could decompose at a relatively low tempera-
ture of 69 °C [123], and the metastable organic components 
could exothermically decompose at 90–120 °C to some gases 
like carbon dioxide and ethylene [124]:

As shown in Fig. 6, if the SEI layer is broken down, lithi-
ated graphite anodes would exothermally react with electro-
lytes, which would further increase system temperature. If the 
intercalated lithium is exposed to electrolytes, it could react 
with carbonate-based organic solvents at about 100 °C [64, 
125]:
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Fig. 6  Illustration of aging 
effects on graphite anodes. 
Reproduced with permission 
from Ref. [119]. Copyright 
2013, Elsevier
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The releasing flammable hydrocarbon gases, such as 
ethane and methane, would yield a pressure inside the cell. 
What’s more, they will burn if the cathode releases oxygen 
and temperature provides suitable conditions, which is a 
huge risk for LIBs. Above all, side reactions at the graphite/
electrolyte interface as well as the poor thermal stability of 
lithiated graphite and SEIs have been regarded as the main 
sources for safety issues of anodes.

4.2.2  Anode Modification for Safe Batteries

According to the failure mechanism of the anode, the ther-
mal stability of SEI plays an important role in battery safety 
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and how to improve it is a critical way to enhance LIBs 
safety. The alternative method is mainly focused on form-
ing a stable artificial SEI layer with high thermal stability to 
protect lithiated graphite from being directly exposed to the 
electrolyte. As shown in Fig. 7a, compared with the rapid 
capacity decay of natural graphite, the graphite anode coated 
with  Al2O3, prepared by Jung et al. [126] via ALD, showed 
excellent cycling stability with 98% capacity retention after 
200 cycles, indicating that the artificial SEI of  Al2O3 can 
effectively protect lithiated graphite from undesirable reac-
tions. Additionally, as shown in Fig. 7b, DSC results indicate 
that the SEI film formed on NG anodes coated with  Al2O3 
is stabler than that without  Al2O3. Cui et al. [127] reported 
that a thermoresponsive polymer switching (TRPS), consist-
ing of graphene-coated spiky nickel nanoparticles mixed in 
a polymer composite, exhibited a high thermal expansion 
coefficient (σ). It could be used as a current collector coating 
layer in the anode (Cu). In Fig. 7c, d, the safe batteries with 
such TRPS materials show excellent battery performance at 
normal temperature and they can shut down rapidly under 

Fig. 7  a Cycling properties at 50 °C of NG electrodes with and with-
out ALD coated. b DSC curves of fully lithiated graphite electrodes 
with (the solid line) and without ALD coated (the dotted line). Repro-
duced with permission from Ref. [126]. Copyright 2010, Wiley-VCH. 
c COMSOL simulation of two-dimensional temperature profiles on 

the cross section of normal and safe batteries after shorting for 30 s. d 
COMSOL simulation of battery temperature dependence on shorting 
time. Reproduced with permission from Ref. [127]. Copyright 2016, 
Nature Publishing Group
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abnormal conditions like overheating and shorting due to 
the excellent mechanical flexibility, high room-temperature 
σ and large operating voltage windows. Another approach 
to build thermally stable artificial SEIs is to add functional 
electrolyte additives, which can modify the surface and for-
mation process of SEIs. The SEI supporting additives will 
be introduced in the part of safer electrolyte design. For 
the reduction additives [128], their reductive potentials are 
higher than electrolyte solvents, so the additives would be 
reduced to form an insoluble solid layer before the reduc-
tion of solvents. Therefore, they could reduce gases genera-
tion and improve the thermal stability of SEIs. However, 
the artificial SEI film would sacrifice the theoretical specific 
capacity of anode materials. Thus, it is necessary to develop 
some active artificial SEI layers in the future.

4.3  Separator Materials

In LIBs, the separator is a critical component with the func-
tion of preventing electronic contact and ensuring Li-ion 

transport between two electrodes during battery running. 
Except the demand for wettability and porous properties, the 
desired membrane should have high chemical/electrochemi-
cal stability, high thermal stability and excellent mechanical 
properties to ensure building a safe and reliable LIB.

Generally, the common separators for LIBs are polyolefin 
membranes such as polyethylene (PE) and polypropylene 
(PP), but they would be melted down at the temperatures 
of 130 and 170 °C, respectively [129]. During the melting 
process, the micropores of separators will be destroyed, 
which will isolate the pathway of Li ions between the elec-
trodes and drastically increase the internal resistance of LIBs 
[130]. If the separator is melted, the internal short circuit 
will occur, which may lead to a large amount of heat genera-
tion and trigger the thermal runaways [129, 131].

4.3.1  Modification of Traditional Polyolefin Membranes

By taking advantages of different melting points of PE 
and PP, a modified polyolefin membrane with self-shut 

Fig. 8  a Closing pore processes 
and shutdown behaviors of PP/
PE/PP separators. Reproduced 
with permission from Ref. 
[148]. Copyright 2015, Elsevier. 
b The grafted mechanism of 
 TiO2-modified PE separators 
with strong chemical bonds. 
Reproduced with permission 
from Ref. [140]. Copyright 
2016, Elsevier. c The thermal 
behavior of PI/PE separators. 
Reproduced with permission 
from Ref. [148]. Copyright 
2015, Elsevier. d Photograph, 
voltage and temperature profiles 
of cells assembled with PIC 
separators after a penetration 
test. e Photograph, voltage and 
temperature profiles of cells 
assembled with PE separators 
after a penetration test. Repro-
duced with permission from 
Ref. [149]. Copyright 2018, 
Elsevier
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capability was developed [92]. As shown in Fig. 8a, a tri-
layer structured PP/PE/PP separator is constructed, in which 
PP layers with higher melting points serve as the frame to 
prevent separator collapse, while the middle PE layer plays 
the role of shutting down the agent. However, this kind 
of separators may still fail if the temperature continues to 
increase above the melting point of PP. Further improving 
the thermal stability of polyolefin membranes is desirable. 
One effective way is to coat a layer of other polymers with 
high temperature and voltage tolerance. Roh et al. [132] 
improved the thermal stability of PE separators by coating 
a layer of macroporous polyarylate (PAR) via the physical 
method. The melting temperature of the modified separator 
is enhanced up to 194 °C [132]. However, the physical bond 
is so weak that the coated layer may peel off during cycling 
[133]. To overcome the above issue, dopamine was used to 
modify polyolefin membranes due to its strong self-polym-
erization and high hydrophilicity [133–135]. For example, 
Hu et al. [133] used dopamine as a mediator to achieve 
tightly coating aramid nanofiber (ANF) on PP separators 
and obtained stable cycle performance and improved ther-
mal stability. Besides that, other polymerizable monomers 
were grafted to polyolefin separator with chemical bonds 
by UV, electron beams and γ-ray irradiation [136–138]. Lee 
et al. [139] prepared PE membranes grafted with siloxane by 
electron beam irradiation technique. Besides excellent cycle 
performance and improved thermal stability, the grafted PE 
separator shows enhanced electrochemical stability. What’s 
more, it could remain stable up to 5.2 V, which is helpful to 
design high-voltage LIBs and to improve overcharge endur-
ance [139].

Besides polymers, ceramic materials with high thermal 
stability and excellent mechanical properties, such as alu-
minum oxide  (Al2O3), titanium dioxide  (TiO2) and silicon 
dioxide  (SiO2), have also been applied to coat polyolefin 
membranes [138, 140]. In order to achieve better coating 
effect, polymer binders are usually used as mediators to coat 
ceramic materials onto the membranes [141], which have 
a crucial effect on the final performance of the modified 
membrane. Lee et al. [142] found that  Al2O3/poly(vinylidene 
fluoride-co-hexafluoropropylene) (PVDF-HFP) compos-
ites would reduce the thermal stability of PP separators 
though the coating agent  Al2O3 is thermally stable. When 
the temperature rises to about 140 °C, the melting of the 
PVDF-HFP binder makes the  Al2O3 particles agglomera-
tion, which produces a strong driving force for the shrink-
age of PP membranes. On the contrary, polyimide (PI) P84 
[142] and phenolphthalein polyetherketone (PEK) [143] 
with higher thermal stability are proven as better choices. 
However, the traditional coating method is easy to obtain 
thick membranes due to excessive polymer binders, which 
would block the pores of separators and hence increase the 
cell internal resistance [140]. To decrease the interfacial 

resistance of separators and enhance cycle stability, binder-
free coating methods have been proposed, such as grafting 
[140, 144, 145], ALD and magnetron sputtering deposition 
(MSD) [146, 147]. Zhu et al. [140, 144] developed novel 
 SiO2-grafted PE separators and  TiO2-grafted PE separators 
by electron beams. Figure 8b shows the mechanisms of pre-
paring  TiO2-grafted PE separators; electron beam irradiation 
is used to create defects, which accelerate uniform coating of 
 TiO2 [140]. The chemical bonds between coating materials 
and separators are the critical factor for improving stabil-
ity of  TiO2-grafted PE separators [140]. Chen et al. [146] 
and Peng et al. [147] deposited ultrathin  TiO2 films on PP 
membranes by the ALD or MSD method. The modified PP 
separator could effectively avoid thermal shrinkage and poor 
wettability. However, the demand for special equipment and 
techniques makes chemical grafting difficult for large-scale 
application.

4.3.2  Novel Separators with High Thermal Stability

To overcome the congenital shortage of polyolefin mem-
branes with poor thermal stability, new kinds of separators 
have been proposed.

The nonwoven separators based on high-heat-resistant 
polymer materials have been paid considerable attentions. 
For instance, poly(m-phenylene isophthalamide) (PMIA), 
polyimide (PI), poly(ethylene terephthalate) (PET) and 
poly(phthalazinone ether sulfone ketone) (PPESK) have 
extremely high thermal stability up to 250–500 °C [150], 
showing an obvious advantage over traditional polyolefin 
membranes. However, the intrinsic disadvantages of the 
large pore size and nonuniform pore distribution of non-
woven separators could result in serious self-discharge and 
lithium dendrites, which will hinder their extensive appli-
cation in LIBs [151, 152]. Modifying nonwoven separators 
has been put forward, such as PVDF/PMIA/PVDF, PE/PI 
and PPESK/PVDF membranes [148, 153]. The excellent 
performance of PE/PI membrane is shown in Fig. 8c, as 
compared with PP/PE/PP separators [148]. Some inorganic 
particles, like  Al2O3,  SiO2 and  TiO2, are also used to coat 
the nonwoven membrane for improving its electrochemical 
stability [152, 154, 155].

Cellulose paper-based separators are also promising 
because of their low production costs, good mechanical 
properties and high electrochemical stability [156, 157]. 
However, macro-/microfiber cellulose papers meet the 
intrinsic disadvantages of improper porous structure and 
poor mechanical/physicochemical properties [158]. Clad-
ding is proposed as an effective way to overcome these 
disadvantages. Wang et al. [149] prepared paper-supported 
inorganic composite (PIC) membranes by spraying  Al2O3 
powders onto the surface of commercial paper substrates, 
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which is helpful to improve the penetration test. As shown in 
Fig. 8d, during the test, the temperature of graphite/LiCoO2 
full cells with PIC separators slowly increases to 180 °C and 
the voltage remains 3.78 V [149]. Additionally, the cell did 
not get fire after the nail test. By contrast, graphite/LiCoO2 
full cells with PE separators reacted violently, and the tem-
perature sharply increased to 329 °C, while the voltage 
dropped quickly down to 0 V (Fig. 8e) [149]. Furthermore, 
the PIC membrane exhibited high electrochemical stability 
with an oxidation decomposition voltage of 4.5 V (vs.  Li+/
Li), higher than 4.2 V of the PE [149].

Employing inorganic separator materials with “abso-
lutely” thermal stability and strong electrolyte wettability 
is another good way. Pure inorganic separators composed 
of  Al2O3 and  SiO2 show extremely high thermal stability up 
to 2054 and 1650 °C, respectively [159, 160]. Such separa-
tors also exhibit excellent electrochemical performance and 
strong compressive strength. But the poor flexibility and 
tensile strength may restrict their large-scale application 
[159]. To improve the tensile strength of inorganic separa-
tors, polymer binders are introduced although they will sac-
rifice some thermal performance. Raja et al. [161] prepared 
 MgAl2O4-based ceramic membranes (PCMs) with PVDF-
HFP as the binder. Although the thermal stability has been 
reduced by polymers, the PCM membrane with a low binder 
ratio could resist the temperature up to 350 °C [161]. Simi-
larly, Zhang et al. [162] prepared  Al2O3-based ceramic mem-
branes with styrene–butadiene rubber (SBR) as the binder. 
Then, He et al. [163] developed a pure ceramic membrane 

composed of  Al2O3 nanowires with impressive flexibility 
by a filtration procedure, which provides a new mentality 
on overcoming the fragility of pure inorganic membranes.

4.3.3  Functionalized Separators

Although the separator with high thermal stability and 
strong mechanical properties could greatly inhibit the occur-
rence of an internal short circuit, some special functions 
have been introduced into the separator for enhancing the 
safety of LIBs. Adding fire retardants into the electrolytes 
has proven as an effective way to suppress the combustion 
of LIBs [164]. But in most cases, the addictive fire retard-
ant will result in the poor electrochemical performance 
of LIBs [165]. Incorporating fire-extinguishing agents 
into separators as an automatic fire-extinguishing device 
has been proposed. Yim et al. [165] put forward a novel 
separator modified by integrating temperature-respon-
sive microcapsules with fire-extinguishing agents, which 
could realize the self-extinguishing capability of LIBs. 
They chose (1,1,1,2,2,3,4,5,5,5-decafluoro-3-methoxy-
4-(trifluoromethyl)-pentane) (DMTP) as the extinguish-
ing agent and PMMA as the temperature-responsive poly-
meric layer [165]. Figure 9a illustrates the extinguishing 
mechanism of this microcapsule modified separator. The 
subsequent standard nail penetration test shows that the 
temperature-responsive microcapsules could suppress the 
temperature change [165]. Liu et al. [166] developed novel 
separator integrating temperature-responsive microfibers 

Fig. 9  a Schematic for the coating of microcapsules on a PE sepa-
rator by the PVDF-HFP binder. Once the temperature surpasses the 
melting point of the PMMA shell, the internal extinguishing agent 
DMTP will release into the electrolyte, suppressing the burning of the 
electrolytes. Reproduced with permission from Ref. [165]. Copyright 

2015, American Chemical Society. b Structure of core–shell structure 
microfibers. Once thermal triggering, the TPP agent will release into 
the electrolyte, suppressing the ignition of electrolytes. Reproduced 
with permission from Ref. [166]. Copyright 2017, Wiley-VCH
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with core–shell structure (Fig. 9b). They employed triph-
enyl phosphate (TPP) as the extinguishing agent (core) and 
PVDF-HFP as the temperature-responsive shell. If the tem-
perature increases to the melting point of the temperature-
responsive shell, the encapsulated extinguishing agent is 
released into the electrolyte, effectively suppressing tem-
perature rise [165, 166].

Some electroactive redox polymers, such as polypyrrole, 
polythiophene and polytriphenylamine, can be p-doped 
into an electronically conductive phase during oxidation 
and reversibly n-doped into the neutral isolating state over 
reduction [167, 168]. This characteristic provides a new 
strategy to prevent LIBs from overcharging by developing 
potential-sensitive separators, which can produce an inter-
nal conducting bypass for shunting the charge current at 
the overcharged state [168]. The common way to prepare 
potential-sensitive separators is to incorporate the electroac-
tive redox polymers into the pores of separator membranes 
[168, 169]. Zhang et al. introduced poly(4-methoxytriphe-
nylamine) (PMOTPA) to modify the commercial PE separa-
tor. The subsequent overcharge test shows that the voltage of 
the LFP/LTO full cell with this potential-sensitive separator 
could keep safe at about 2.6 V [168]. Li et al. [169] pre-
pared a poly(3-decyl thiophene)-modified separator, which 
could maintain the voltage of  LiFePO4/C cells at a safe value 
below 4 V.

The reliability and safety problems caused by dissolved 
Mn cation in the electrolyte solution have received great 
attention for ternary oxide cathodes. Some experts proposed 
that modifying separators with specific chemical functional-
ity is an effective way to shut down the migration path of 
Mn cations [170]. Ziv et al. proposed that polymeric mate-
rials functionalized with macrocycles or the alkali metal 

salts of organic acids could effectively trap the Mn cation 
[170–173]. The separators modified by poly(vinylbenzo-
18-crown-6) (PVB-18C6) [170] and poly(divinylbenzene-
(vinylbenzyl-aza-15-crown-5)-vinylbenzylchloride)) 
(PVB-A15C5) [172] ethers, as well as the dilithium salt of 
poly(ethylene-alternate-maleic acid) (PE-alt-MaLi2) [171], 
show an brilliant ability to chelate Mn species. Compared 
with the formers, PE-alt-MaLi2 exhibits better functionality 
[171]. It is reported that the amount of Mn on the graphite 
anode could be reduced by over 80% in the cells with the 
functional separator [171].

4.4  Electrolyte Materials

The electrolytes serve as a medium for ion charge transfer. 
Although nonaqueous organic electrolytes including carbon-
ate solvents and lithium hexafluorophosphate  (LiPF6) have 
been used for decades since the invention of LIBs [174], they 
are essentially not safe. The instability of electrolytes origins 
from both solvents and lithium salt.

Presently, as shown in Table 5 [175], cyclic carbonates 
(e.g., EC, PC) are commonly used as electrolyte solvents, 
which possess high dielectric constants to ensure high-con-
centration lithium salts dissociation capability. However, 
their high melting points and high viscosity will hinder 
ion transportation during the storage process. In order to 
satisfy practical application, linear carbonates (e.g., DMC, 
DEC and EMC) with low viscosity are mixed with cyclic 
carbonates to become composite electrolytes with proper 
chemical/electrochemical stability and good interfacial 
properties [176]. To be mentioned, cyclic ethylene carbon-
ate (EC) could electrochemically decompose at about 0.8 V 
versus Li/Li+ to form protective SEI films at the surface of 

Table 5  Physical and 
electrochemical properties of 
state-of-the-art organic solvents 
for LIBs and a concluding 
evaluation regarding their 
safety. Reproduced with 
permission from Ref. [175]. 
Copyright 2015, Wiley-VCH

+, High; o, medium; −, low
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Dielectric constant + + − − −
Viscosity + + − − −
Volatility − − + + +
Boiling temperature + + − − −
Flash point + + − − −
Melting temperature + − o − −
Construction to SEIs + − − − −
Anodic stability + + o o o
Safety + o − − −
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low-potential anodes [177]. Although the carbonates have 
been considered as the solvents with almost the best com-
prehensive properties, their low flash points make them easy 
to decompose to gases, which are inflammable and explosive 
[178]. Thus, constructing safer carbonate-based composite 
solvents and exploring innovative solvents would be impor-
tant to design safe LIBs.

Another important component of electrolytes is the lithium 
salt that provides Li ions. At present, as shown in Table 6, 
the common lithium salts used in LIBs contain  LiPF6, lithium 
tetrafluoroborate  (LiBF4), lithium hexafluoroarsenate  (LiAsF6) 
and lithium perchlorate  (LiClO4). Among these salts,  LiPF6 
is commercially used due to its good ionic conductivity and 
ability to passivate aluminum current collectors, but it is sensi-
tive to a trace amount of water and would easily decompose to 
toxic and corrosive gases at high temperature [124].  LiAsF6 
seems to be an ideal candidate due to good electrochemi-
cal properties and thermal stability, but its toxicity limits its 
practical application [179]. The fluoride-free alternative salt, 
 LiClO4, exhibits comparable properties to  LiPF6, and it is not 
sensitive to moisture and has no toxic decomposition products; 
however, there is a severe risk of explosion due to the high oxi-
dizability of  ClO4

− and interaction with organic compounds. 
Thus, researchers pay more attention to developing novel 
lithium salts such as lithium bis(trifluoromethanesulfonyl)
imide (LiTFSI) [180], lithium bis(fluorosulfonyl) imide 
(LiFSI) [181, 182], lithium bis(oxalate)borate (LiBOB) [183], 
lithium difluoro(oxalate) borate (LiODFB) [184] and lithium 
bis(fluorosulfonyl) amide [185].

4.4.1  Failure Mechanism of Electrolytes

Nonaqueous electrolytes account for a high percentage of the 
whole battery weight in a LIB. Almost all of the chemical 
reactions in the battery are related to the electrolyte. The car-
bonate solvents are usually flammable, and lithium salts are 
unstable. When LIBs are under abuse conditions, they could 
be easily ignited to generate a lot of heat and cause thermal 

runaways [120]. For the traditional graphite/LiCoO2 battery, if 
the temperature reaches 69 °C, the SEI film on the anode sur-
face would be destroyed and produce initial reaction heat, and 
then the exposed lithiated graphite will react with the organic 
solvent (EC) [186]:

For  Li0.5CoO2 cathode,  Li0.5CoO2 will react with EC at 
70 °C to generate water [187]:

Kerr et al. [188] reported that the initial decomposition 
temperature of the electrolyte  (LiPF6/EC:DMC) is about 
80 °C. Once decomposition happens, complicated reactions 
in electrolyte would be triggered as follows [114, 189, 190]:

The decomposition of  LiPF6:

The series of reactions between strong Lewis acid  PF5 
and the organic solvent:

The oxidation reactions of various organic solvents:

(5)2Li + C
3
H

4
O

3
→ Li

2
Co

3
+ C

2
H

4

(6)

Li
0.5
CoO

2
+ 0.1C

3
H

4
O

3

→ 0.5LiCoO
2
+ 0.5CoO + 0.3CO

2
+ 0.2H

2
O

(7a)LiPF
6
↔ LiF + PF

5

(7b)PF
5
+ H

2
O → PF

3
O + 2HF

(8a)
C
2
H

5
OCOOC

2
H

5
+ PF

5
→ C

2
H

5
OCOOPF

4
+ HF + CH

2
= CH

2

(8b)
C
2
H

5
OCOOC

2
H

5
+ PF

5
→ C

2
H

5
OCOOPF

4
+ C

2
H

5
F

(8c)C
2
H

5
OCOOPF

4
→ PF

3
O + CO

2
+ C

2
H

5
F

(8d)C
2
H

5
OCOOPF

4
→ PF

3
O + CO

2
+ C

2
H

4
+ HF

(8e)C
2
H

5
OCOOPF

4
+ HF → PF

4
OH + CO

2
+ C

2
H

5
F

(8f)C
2
H

5
OH + CH

2
= CH

2
→ C

2
H

5
OC

2
H

5

(9a)2.5O
2
+ C

3
H

4
O

3(EC) → 3CO
2
+ 2H

2
O

(9b)6O
2
+ C

5
H

10
O

3(DEC) → 5CO
2
+ 5H

2
O

(9c)3O
2
+ C

3
H

6
O

3(DMC) → 3CO
2
+ 3H

2
O

(9d)4O
2
+ C

4
H

6
O

3(PC) → 4CO
2
+ 3H

2
O

(9e)O
2
+ C

3
H

4
O

3(EC) → 3CO + 2H
2
O

(9f)3.5O
2
+ C

5
H

10
O

3(DEC) → 5CO + 5H
2
O

Table 6  Physical and electrochemical properties of various frequently 
utilized lithium salts for LIBs and a concluding evaluation regarding 
their safety aspects. Reproduced with permission from Ref. [175]. 
Copyright 2015, Wiley-VCH

 +, High; o, medium; −, low

Lithium salt LiPF6 LiBF4 LiAsF6 LiClO4

Ionic conductivity + o + +
Electrochemical stability + o + +
Thermal stability − o + −
Stability toward moisture − o o o
Al current collector passivation + + + o
Nontoxicity − − − −
Safety − o − −
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Equation (7) presents the decomposition of  LiPF6 in 
 LiPF6-based electrolytes; Eqs. (8) and (9) show further 
reactions between strong Lewis acid phosphorus pen-
tafluoride  (PF5) and organic solvents or water;  PF5 may 
attack the electron lone pair of oxygen in the solvent mol-
ecule and then make it decompose. In the meantime, as 
shown in Eq. (9), the oxygen generated by cathodes would 
react with carbonate solvents to release  CO2 or CO. Kawa-
mura et al. [189] found that the heat of 1 M  LiPF6 was 
375 J g−1 in 1:1 PC: DMC (or EC: DMC) and 515 J g−1 
in 1:1 PC: DEC (or EC: DEC), and the exothermic peaks 
were located at 230 and 280 °C, respectively. The above 
reactions could produce flammable gases and generate 
large amounts of heat, which would cause the flatulence 
and leakage of LIBs. Once the electrolytes leak out and 
contact with air, the batteries would be fired and probably 
exploded.

With increasing requirements on safety for LIBs used 
in EVs, developing extraordinary electrolytes with good 
thermal stability and excellent electrochemical properties 
is desirable and urgent. On the basis of the failure mecha-
nism of traditional electrolytes and advanced in situ char-
acterization techniques, many researchers are focusing on 
designing novel electrolytes.

4.4.2  Novel Electrolytes for Safe LIBs

The improvement of electrolyte thermal stability is signifi-
cantly important to the safety of LIBs. The above failure 
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mechanisms reveal that the thermal stability of electrolytes 
is closely related to the components including organic car-
bonate solvents and lithium salts. Presently, many efforts 
have been devoted to designing stabler lithium salts, add-
ing various functional additives for nonflammable elec-
trolyte solvents and exploring nonflammable solvents, as 
shown in Fig. 10. In the following contents, detailed intro-
duction and discussion will be presented.

5  Alternative Lithium Salts

LiPF6 is commercially used as a lithium salt due to its 
good ionic conductivity and ability to passivate aluminum 
current collectors, but it is easily hydrolyzed and decom-
posed to toxic and corrosive gases at high temperature 
[175]. Seeking alternative lithium salts with complex ani-
ons or the modification of  LiPF6 would be effective for 
improving thermal stability.

Modification of LiPF6 by partially substituting fluoride 
atoms to construct stabler LiPF6 derivatives In order to 
solve the thermal instability of  LiPF6, some works sug-
gested using hydrophobic and electron-withdrawing 
groups to substitute one or more fluorine atoms. For 
example, Schmidt et al. considered lithium fluoroalkyl 
phosphates  [LiPF3(C2F5)3, LiFAP] for LIBs, where three 
hydrophobic perfluorinated alkyl groups (–CF2CF3) 
replace three F atoms. Compared with  LiPF6, it showed 
superior stability to hydrolysis even in the presence of 
1000 ppm water for 70 h, and its conductivity and specific 
capacity are better than  LiPF6 [191]. The existence of per-
fluorinated alkyl groups would increase the flashing point 
[192]. However, its high costs may hinder commerciali-
zation. Additionally, Xu et al. [193] investigated lithium 
tetrafluoro oxalato phosphate  [LiPF4(C2O4), LTFOP] as an 
alternative lithium salt, which also exhibits better thermal 
stability than  LiPF6, while its conductivity, electrochemi-
cal windows and cycling stability are similar to  LiPF6 
after being stored at 65 °C. However, its increased surface 
impedance could affect the power capability of LIBs [194].

Novel lithium salts To improve the thermal stability 
and electrochemical properties of LIBs, some organic 
ligand-based anions [e.g., bis(oxalate)borate (BOB) 
and difluoro(oxalate)borate (DFOB)] and large com-
plex anions [e.g., bis(fluorosulfonyl)imide (FSI) and 
bis(trifluoromethanesulfonyl)imide (TFSI)] are also used 
to construct innovative salts.

As shown in Table 7, LiBOB has been reported as a 
promising candidate for LIBs due to its advantages like 
good thermal stability and effect on accelerating SEI for-
mation [195]. However, its lower solubility and conduc-
tivity render the electrolyte with poor low-temperature 
properties and LIBs with low rate capability. Thus, it can Fig. 10  Approaches to design safer lithium-ion battery electrolytes
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be used as an additive rather than an individual lithium 
salt. Compared with LiBOB, LiDFOB, with one oxalate 
ring, presents comparable properties but better solubility. 
It is found that the LIB with the electrolyte containing 5% 
LiDFOB shows higher-capacity retention than that without 
LiDFOB [196]. In Table 7, other kinds of lithium salts 
containing sulfonyl groups such as LiTFSI and LiFSI also 
show great thermal stability, high conductivity and good 
solubility, but the most disadvantage is aluminum corro-
sion [197]. Therefore, we need to further develop lithium 
salts by designing extraordinary anions with high thermal 
stability and good electrochemical properties.

6  Various Functional Additives

The most flammable component in LIBs is organic solvents. 
Besides improving the thermal stability of lithium salts, the 
most straightforward way is to introduce functional additives 
to the solvents or thoroughly abandon the flammable solvents. 
Different kinds of additives have been reported. According to 
the functions, they can be divided into flame-retardant addi-
tives to reduce the burning risk [199], overcharge additives to 
suppress the continuous increase in overcharge voltage [200] 
and SEI supporting additives to accelerate formation of stable 
SEI films [201]. What’s more, these additives show not only 
simple single function but also multiple synergistic effects.

1. Flame-retardant additives

Flame-retardant additives usually have high stability. Only 
about ten percent of addition can effectively decrease 

flammability of the electrolytes. Based on the mechanisms 
to suppress combustion, they can be divided into chemi-
cal retardants and physical retardants. The former will ter-
minate free radical linear reaction by capturing hydrogen 
radicals (H· or ·OH), while the later will dilute combustible 
components with flame-retardant vapor. According to flame-
retardant mechanisms and element types, the flame-retardant 
additives can be classified into the following four types:

Fluoride-retardant additives Owing to the fluoride atom 
with the highest electronegativity and low polarization, 
fluorinated solvents show higher oxidation stability, lower 
melting points and higher flash points. Thus, fluoride-retard-
ant additives are commonly used to improve the thermal 
stability of LIB electrolytes by the physical mechanism. 
Additionally, they also possess low viscosity under low 
temperature [202]. As shown in Fig. 11a and b, Xia et al. 
prepared F-electrolytes using 1,1,1,3,3,3-hexafluoroiso-
propyl methyl ether (HFPM) as fluorinated solvents, which 
show good wettability and nonflammability. Further, the 
Li//LiNi0.5Mn1.5O4 battery with this F-electrolyte presented 
enhanced safety and longevity (Fig. 11c) [203]. Song et al. 
[204] used 5 wt% methyl (2,2,2-trifluoroethyl) carbonate 
(FEMC), one kind of fluorinated linear carbonate, as a new 
electrolyte additive for the LIB with  LiNi0.5Co0.2Mn0.3O2 
cathodes, and obtained enhanced discharge capacity and 
cyclability. The analysis by ex situ IR and XPS demonstrates 
that FEMC plays an important role in forming stable SEI 
layers and effective passivation of the cathode surfaces.

Although fluorinated additives can remarkably improve 
the thermal stability of electrolytes and help to construct sta-
ble SEI films, the high cost, poor compatibility with  LiPF6 

Table 7  Novel lithium salts 
as well as their physical and 
electrochemical properties. 
Reproduced with permission 
from Ref. [191, 197, 198]. 
Copyright 2001, Elsevier, 
Copyright 2015, Royal Society 
of Chemistry, and Copyright 
2011, the Electrochemical 
Society

T decomposition temperature, C electrical conductivity

Lithium salt LiPF6 LiFAP LiBOB LiDFOB LiFSI LiTFSI

T (°C) 125 200 275 200 200 360
C (mS cm−1) 10.8 8.2 14.9 8.58 9.73 9
Advantages LiPF6 high conductivity, low cost, excellent cycling stability at room temperature

LiFAP stable in water, excellent thermal stability, good cycling stability
LiBOB wide voltage windows, beneficial to the formation of SEI interfaces, good 

thermal stability, passivated aluminum current collectors
LiDFOB high solubility, beneficial to the formation of SEI and CEI interfaces, 

wide voltage windows, good cycle performance at high temperature
LiFSI high conductivity, good compatibility with water, excellent cycle stability at 

high temperature
LiTFSI high conductivity, high solubility, good thermal stability, good cycle 

stability at low voltage
Disadvantages LiPF6 sensitive to water, easy decomposition, bad cycling stability at high tem-

perature
LiFAP high cost
LiBOB low solubility, low conductivity
LiDFOB high cost
LiFSI corroding aluminum current collectors
LiTFSI corroding aluminum current collectors
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and a large required dosage are disadvantageous for practical 
application.

Phosphorus-retardant additives Due to low toxicity, low 
cost, suitable physical characteristics, good compatibility 
and excellent flame-retardant effects, phosphorus-retardant 
additives are widely studied for LIB electrolytes. Phos-
phorous additives at high temperature would produce PO· 
and  PO2 to capture H· and O [205]; thus, they can suppress 
combustion of electrolyte solvents by a chemical mecha-
nism to cut off series of radical reactions [206]. As shown 
in Fig. 11d, Li et al. [207] reported triethyl phosphide (TEP) 
as an electrolyte additive, which could trap the active oxy-
gen released from activation of  Li2MnO3 and then could be 
oxidized on layered Li-rich oxide (LRO) to form a cathode 
film. Shim et al. [208] introduced diphenyloctyl phosphate 
(DPOP) with two benzene rings to electrolyte and obtained 
high-capacity retention rates and discharge capacity in the 
 LiCoO2/MCMB system [209, 210].

Although phosphorous additives show good thermal and 
electrochemical properties, they are difficult to suppress 

combustion under a limited dosage. Moreover, narrow 
potential windows, high viscosity and reductive reactions 
occurred on the anode surface also hinder their practical 
application. Combining such additives with small amounts 
of other functional additives should be an efficient strategy.

Nitrogenous-retardant additives Nitrogenous-retardant 
additives generally have a high flash point, low volatility 
and wide potential windows. The commonly used ones for 
LIBs are nitrile derivatives, such as butyronitrile, succi-
nonitrile, terephthalonitrile and adiponitrile, which affect 
the thermal stability of electrolytes by the physical mecha-
nism. For example, Song et al. [211] introduced dinitriles 
(CN–[CH2]n–CN with n = 2, 5 and 10) and mononitriles 
 (CH3–[CH2]m–CN with m = 2, 5 and 10) as additives into 
a carbonate-based electrolyte. With the nitrile-present elec-
trolytes, the graphite/LiCoO2 pouch cells showed small 
dimensional expansion even when they were stored at 80 °C 
for 3 days. The strong interaction between the electronega-
tivity of nitrile functional groups and electropositivity of 
cobalt in  LiCoO2 cathodes is responsible for the improved 

Fig. 11  a Photograph of the wetting behavior of the electrolyte with 
separators. b An illustration of the flammability testing of the elec-
trolyte with and without HFPM. c Cycling stability and Coulombic 
efficiency of Li//LiNi0.5Mn1.5O4 coin cells in the electrolyte with 
and without HFPM. Reproduced with permission from Ref. [203]. 
Copyright 2015, Wiley-VCH. d Schematic illustration on the contri-

bution of TEP to the structural integrity of LRO. Reproduced with 
permission from Ref. [207]. Copyright 2017, Elsevier. e Flammabil-
ity testing of electrolytes and rate performance of Li//LiNi0.5Mn1.5O4 
batteries with and without 5  wt% PFN additives. Reproduced with 
permission from Ref. [212]. Copyright 2018, Elsevier
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performance. However, the compatibility with graphite 
anodes is poor.

Composite-retardant additives Compared with single-
element-retardant additives, the composite additives present 
better flame-retardant efficiency, solubility and compatibil-
ity with electrolytes. Simultaneously, they guarantee good 
electrochemical performance with a small dosage due to the 
synergistic effects of multiple elements. The mostly reported 
composite additive is ethoxy-(pentafluoro)-cyclotriphospha-
zene (PFN). As shown in Fig. 11e, PFN presents excellent 
cycle stability, high rate and high-voltage performances with 
better CEI films. Besides, the electrolyte with only 5 wt% 
PFN is completely nonflammable (Fig. 11e) [212]. This 
further proves that the composite flame retardants would be 
a good choice to simultaneously improve thermal and elec-
trochemical properties. However, the high-purity reagents 
cannot be easily prepared industrially, which is not favorable 
for practical application.

2. SEI supporting and overcharge protection additives

SEI decomposition and overcharge are two critical factors 
to ignite thermal runways. Thus, the SEI supporting and 
overcharge protection additives are necessary. Yamaki et al. 
revealed that the additives of methyl difluoroacetate (MFA) 
could accelerate the generation of  CHF2COOLi, which is 
a major component of SEIs. The results showed that the 
reaction product of  CHF2COOLi and lithiated carbon could 
increase the thermal stability of the battery [213]. Other 
electrolyte additives including vinylene carbonate (VC) 
[214, 215] and vinyl ethylene carbonate (VEC) [216] also 
have been used to improve the thermal stability of SEI films.

Overcharge is one major cause of LIB failure. It is critical 
to prevent LIBs from overcharge during operation. Redox 
shuttle additives have been used as intrinsic overcharge pro-
tection to enhance the safety characteristics of LIBs. Amine 
et al. [217] comprehensively reviewed the state of the art of 
redox shuttles for safer LIBs. Additionally, electrochemical 
polymerization additives can also be used for overcharge 
protection. Ai et al. [218] investigated that biphenyl addi-
tive could be electrochemically polymerized at overcharged 
cathode surfaces, resulting in the formation of a conductive 
surface polymer film, which served as a conductive bridge 
to create an internal short circuit to avoid the cell voltage 
runaway.

7  Innovative and nonflammable electrolyte 
systems

The carbonate solvents are usually flammable. If LIBs are 
under abuse conditions, they could be easily ignited to gen-
erate a lot of heat. In order to improve the safety of LIBs, 

many efforts have been focused on seeking innovative sol-
vents to construct a nonflammable electrolyte system.

Room-temperature ionic liquids (RTILs) appear to be 
good substitutes to conventional organic solvents due to 
their high ionic conductivity, nonvolatile feature, proper 
electrochemical windows, thermal stability and low flam-
mability [219]. The anion and cation structures could greatly 
affect the electrochemical properties of ILs. Recently, TFSI 
was widely used as anions due to its outstanding electro-
chemical properties and thermal stability. Mixtures of 
N-butyl-N-methylpyrrolidinium bis(trifluoro-methanesul-
fonyl)imide  (Pyr14TFSI), N-butyl-N-methylpyrrolidinium 
bis(fluorosulfonyl)imide  (Pyr14FSI), N-methoxy-ethyl-
N-methyl-pyrrolidinium bis(trifluoromethanesulfonyl)
imide  (Pyr12O1TFSI) or N-N-diethyl-N-methyl-N-(2-
methoxyethyl)ammonium bis(trif luoro-methanesul-
fonyl)imide (DEMETFSI) ionic liquids with lithium 
bis(trifluoromethanesulfonyl)imide (LiTFSI) salts are com-
paratively evaluated for application as electrolytes in LIBs 
[220, 221]. Among these RTILs, the  Pyr14FSI-LiTFSI-based 
electrolyte shows remarkable electrochemical stability, suit-
able ionic conductivity and relatively low viscosity [222]. 
Using this electrolyte in full LIBs of Sn–C/LiFePO4, the 
capacity retention was close to 100% over 2000 cycles, and 
the rate capability could extend up to 500 mA g−1. Addition-
ally, the neat  [BuEtPyrrol+][NTf 2−] ionic liquid exhibited 
extremely high thermal stability up to 367.8 °C with only a 
mass loss of 10 wt% [223].

However, for RTILs, high-purity requirements, high cost 
and low conductivity at room temperature caused by high 
viscosity limit their practical applications in LIBs. Anyway, 
using RTILs as electrolytes is one of the most beneficial 
ways to improve safety for LIBs.

7.1  Electrode Design

The electrode is composed of the active materials, the binder 
and the conductor, which needs to have high density and low 
porosity to achieve high-volume energy density. The thick 
electrode is favorable to reduce cell production costs and 
raise energy density. A cost model of LIBs for EVs shows 
that the thickness increase in the  LiMn2O4 cathode from 
60 to 100 μm reduces the manufacturing cost of the cell by 
18% [224]. Meanwhile, homogeneous reaction distribution 
should be achieved for thick electrodes; otherwise, over-
charge might occur in the cathode and Li dendrites might 
form on the anode, which may break the cell balance that is 
specifically designed for a commercial LIB. Here cell bal-
ance refers to the initial capacity ratio between the anode 
and the cathode. There are several factors that influence the 
reaction homogeneity and distribution of phases in a porous 
electrode, such as Li-ion diffusion, electronic connection 
and solid-state transport in the electrode materials. These 
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factors can be analyzed with the help of in situ/operando 
techniques. Blidberg et al. [225] took advantage of an exten-
sion of an in-operando XRD technique to detect the phase 
distribution in the porous  LixFeSO4F (x = 1, 0.5, 0) battery 
electrode. In-depth analysis of the electrode nonequilibrium 
behavior was obtained. Harris et al. used an optical half-cell, 
and the optical data were taken with a microscope view-
ing the quartz window from above. The lithiation process 
of the graphite electrode is shown in Fig. 12a [226]. The 
fully lithiated graphite looked golden yellow, while the de-
lithiated graphite looked black. During the lithiation process, 
the upper layer of the electrode became golden yellow, indi-
cating that fully lithiated graphite was obtained, while the 
bottom layer remained black. The electrode showed huge 
reaction inhomogeneity due to the slow Li-ion migration 

ability in thick electrode films. Anode electrodes with such 
reaction inhomogeneity would exhibit limited rate capability 
and form lithium dendrites easily, which may cause severe 
safety issues.

Proper design of electrodes is another issue to be 
addressed. One of the parameters used to characterize the 
design of electrodes is tortuosity, which is defined as τ = ε 
(σ0/σ), where ε is the pore volume fraction, σ0 the conduc-
tivity of the electrolyte and σ the effective ion conductivity 
of the electrolyte [227]. In order to give a good estimate 
of the tortuosity, differential effective medium (DEM) 
is used, which provides particle parameters such as size, 
shape and orientation [228]. Electrodes with low tortuos-
ity and high ion/electron diffusivity are favored in obtain-
ing higher energy density. Sander et al. created linear pores 

Fig. 12  A sequence of four optical micrographs showing the time 
evolution of color in the electrode: a-I the fresh electrode, a-II charge 
for 6 h, a-III charge for 9 h and a-IV charge for 13 h. Reproduced 
with permission from Ref. [226]. Copyright 2010, Elsevier. SEM 
images of the bulk  LiCoO2 electrode synthesis by magnetic templat-
ing b the top view and c the side view. Reproduced with permis-

sion from Ref. [227]. Copyright 2016, Nature Publishing Group. d 
Schematic diagram of the working mechanism of the carbon frame-
work-based LFP Li-ion battery. SEM images of the carbon frame-
work-based LFP electrode: e the top view, f the side view and g the 
enlarged view of the side of the electrode. Reproduced with permis-
sion from Ref. [229]. Copyright 2017, Wiley-VCH
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with orientations perpendicular to the electrode sheet for 
fast Li-ion transportation by magnetic templating (Fig. 12b, 
c). The resulting pores with 25–30 μm average array spac-
ing provided a more direct path for the diffusion of lithium 
ions to the bottom layer active materials [227]. With the 
same porosity, the electrodes with isotropic porosity and 
aligned porosity show different rate capabilities. At a rate 
of 2 C, the capacity of the latter is 2 times higher than that 
of the former, showing that a direct path is effective for the 
Li-ion transportation in a thick electrode [227]. Chen et al. 
[229] took natural wood as a template to construct a thick 
electrode with low tortuosity and high ion diffusion/electron 
conductivity (Fig. 12d). The natural basswood was an ideal 
template for its aligned pores and effective electron con-
ductivity after carbonization. After filling with LFP nano-
particle slurry, there were aligned pores left, giving a high 
Li-ion conductivity (Fig. 12e). The obtained thick electrode 
of ~ 800 μm showed excellent performance (Fig. 12f). As 
shown in the schematic diagram (Fig. 12g), during cycling, 
the ions quickly diffuse along with the unfilled aligned pores, 
while the electrons transfer in the wood-carbonized matrix, 
realizing fast exchange in both electrons and ions in the 
active materials.

7.2  Temperature Coefficient Device

Thermal runaways are often caused by the accumulation 
of heat generation when LIBs are variously abused, such 
as overcharge, high-temperature impact and short circuit. 
To hold back the sustaining heat generation, a component 
called the positive temperature coefficient (PTC) device is 
equipped, which acts as a current limiter to prevent the cell 
overheating [32, 230, 231]. The PTC device is constituted 
by a thin conductive polymer layer, whose volume resis-
tivity is positively sensitive to the temperature. Once the 
temperature exceeds the critical point, the PTC device will 
be activated and its resistance will increase dramatically to 
restrict the current flow [32]. Unfortunately, since the elec-
tric vehicles and large-scale energy storage systems demand 
higher capacity and larger energy density [32], the outer 
PTC device cannot meet the requirement of large batteries 
because of the hysteresis of heat conduction from inside to 
outside. The consequence of this delay is more dangerous 
when the thermal runaway takes place rapidly, and thus, 
more chain reactions will launch before the outer PTC device 
works [232]. Therefore, reducing the distance between the 
PTC device and the electrode could be an effective method 
to improve the efficiency of the PTC device. PTC-modified 
current collectors to construct a sandwich structure become 

Fig. 13  a Schematic illustration of the sandwich structure electrode, 
including active layers, PTC layers and current collectors. Repro-
duced with permission from Ref. [234]. Copyright 2015, Elsevier. 
b Schematic illustration of directly mixture electrodes. Reproduced 
with permission from Ref. [232]. Copyright 2012, Elsevier. c Sche-
matic illustration of an electrode composed of coating active materi-
als with PTC materials. Reproduced with permission from Ref. [239]. 
Copyright 2011, Royal Society of Chemistry. d Schematic illustra-

tion of improved PTC layers for the sandwich structure electrode. 
The TRPS will activate to increase the resistance and shut down the 
battery when the temperature exceeds the safety value. Reproduced 
with permission from Ref. [127]. Copyright 2016, Nature Publishing 
Group. e Schematic illustration of coating active materials with PTC 
materials as cathode-active particles. Reproduced with permission 
from Ref. [239]. Copyright 2011, Royal Society of Chemistry



Electrochemical Energy Reviews 

1 3

a promising approach (Fig. 13a). Feng et al. [233] proposed 
a PTC-modified current collector by coating the PTC layer 
consisting of epoxy–carbon composites between the active 
 LiCoO2 layer and the Al current collector. Zhong et al. 
[232] introduced an ethylene vinyl acetate (EVA)-based 
PTC layer between the current collector and the  LiFePO4 
electrode membrane. Zhang et al. [234] introduced poly(3-
butylthiophene)-based PTC between Li(Ni0.5Co0.2Mn0.3)
O2 layer and the Al foil substrate. To overcome the low-
temperature conductivity, Chen et al. [127] synthesized a 
thermoresponsive polymer switching (TRPS) composed of 
conductive graphene-coated spiky nanostructured nickel 
particles as the conductive filler and the polymer matrix with 
large thermal expansion coefficients to improve the perfor-
mance of sandwich structure. Once overheating, the polymer 
matrix will expand and then separate the conductive parti-
cles. When the battery has been cooled down, the polymer 
would regain the original conductive pathways (see Fig. 13d) 
[127, 235]. Although the PTC-modified current collector is 
sensitive to the temperature rise caused by external elec-
tric abuse, it is helpless to hold back internal short circuit 
between the electrodes. PTC-modified active materials can 
solve this problem. Figure 13b illustrates the directly mixed 
electrode. Kise et al. [236, 237] put forward a carbon black/
polyethylene composite as a PTC material to blend with 
active materials. Zhong et al. [238] prepared the cathode 
by mixing the EVA-based PTC material with other reagents 
such as binders, conductive carbon and  LiFePO4-active 
materials. However, a mechanical mixture of the PTC 
materials with active materials cannot efficiently shut down 
the thermal runaway reactions occurring on the surface of 
highly active electrode materials at elevated temperatures. 
Coating active materials with PTC materials as cathode-
active particles is considered as a more effective way for 
thermally unstable cathode materials (as Fig. 13c shows). 
Xia et al. [239] synthesized poly(3-decylthiophene)-coated 
 LiCoO2 particles by a spray-drying method as a temperature-
sensitive cathode. Figure 13e illustrates the structure and the 
working mechanism of the poly(3-decylthiophene)-coated 
 LiCoO2  (LiCoO2@P3DT) particles [239].

8  Monitoring Cells for EV Applications

The battery contains a high amount of electric energy and 
combustible electrolytes; it is still a threat for users in some 
cases such as improper use, manufacturing defects and long-
time reliability even if it is designed to safety. The appli-
cation of operando techniques for monitoring the internal 
condition of LIBs is necessary [240].

8.1  Monitoring Temperature and Voltage

The fundamentals of ensuring the LIBs working in the 
“comfortable zone” are to monitor voltage and temperature 
of the battery. As mentioned above, when the temperature 
reaches approximately 90 °C, the self-heating of the cell 
begins due to the start of the SEI layer decomposition. Moni-
toring the internal temperature for early warning is supposed 
as a feasible strategy for battery management systems to 
improve the safety and performance of LIBs.

In order to get the accurately central temperature of LIBs, 
some researchers insert sensors into the batteries. Invasive 
sensors should meet the requirements as below [241]: (1) 
 Li+ migration should not be affected; (2) the sensor should 
resist to corrosion; (3) the sensor should be friendly to the 
cell assembly process.

Commercial thermocouples are not suitable due to 
their large diameter (over 1 mm), which would damage 
the structure of batteries [242, 243]. Mutyala et al. [241] 
fabricated and transferred flexible thin-film thermocouples 
onto the battery current collectors. This special sensor could 
be embedded inside the battery without any alteration or 
destruction to the cell. Besides that, the sensor geometry can 
be tailored to fit the structure of an existing pouch cell as 
shown in Fig. 14a [241]. In order to further enhance the per-
formance of flexible thin-film sensors, Lee et al. [244, 245] 
developed a two-in-one flexible microsensor by depositing 
erosion-resistant parylene and other sensor materials layer-
by-layer using physical vapor deposition (PVD) technique, 
which could in situ monitor the temperature and voltage of 
the battery.

Fiber Bragg grating (FBG) sensors are integrated to 
measure the temperature because Bragg grating reflects a 
narrow band of wavelengths based on the grating period 
[246]. The common method to prepare an FBG is a phase 
mask method, and the size of the FBG sensor is subjected to 
optical fibers. The diameter of FBG sensors should be less 
than 125 μm, which is friendly to cell assembly [246, 247]. 
The schematic diagram of FBG sensors is shown in Fig. 14b 
[246]. To improve the internal discrimination of tempera-
ture, Nascimento et al. [248] proposed hybrid methodology 
based on an FBG in series with a Fabry–Perot (FP) cavity. 
Some researchers wrote multiple FBGs in an optical fiber to 
monitor the multipoint temperature. Nascimento et al. wrote 
3 FBGs in fibers and fixed them into the cell on its extremi-
ties to monitor the temperature of top, middle and bottom of 
the battery (Fig. 14c). Thus, it would be possible to monitor 
the temperature of every cell in the module by an optical 
fiber with FBGs in the future. Besides temperature, FBG 
sensors are also sensitive to strain, pressure, bending, even 
the state of charge (SOC), the state of health (SOH) and so 
on [246, 249]. The advantages of small size, flexibility, anti-
interference and multifunction make FBG sensors highly 
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attractive [250]. However, the expensive optical interrogator 
of FBG sensors to measure wavelength shifts restricts their 
practical application.

Electrochemical impedance spectroscopy (EIS) has 
attracted much attention because it is a versatile experimen-
tal method for nondestructive estimation of some electro-
chemical parameters [251, 252]. Munichandraiah et al. [251] 
found the SEI layer impedance (ZSEI) is only sensitive to 
the temperature when the LIBs are under normal use. The 
ZSEI is frequency-dependent (a wide range of frequency from 
10 Hz to 1 kHz), and its quadrature component is capaci-
tive (negative phase shifts) [251]. Srinivasan et al. [253] 
proved that simply measuring the phase shift (φ) to esti-
mate the temperature of the cell is feasible. Compared with 
deriving SEI layer resistance (RSEI) and electrolyte resist-
ance (RS) [57, 254], φ is easier to estimate the temperature 
without requiring multiple-frequency impedance, and it is 
well matched with measured data of the electrical equivalent 
circuit model [255]. φ has been supposed to be an effective 
substitution of RSEI and RS to estimate temperature [255]. 
Zhu et al. [252] demonstrated that choosing an appropriate 
frequency range to exclude the influence of the SOC and the 
SOH is important. They find that the typical frequency range 
is 10–100 Hz [252]. The temperature measurement based on 
EIS is a promising online estimation method for the battery 
management system (BMS) to monitor the temperature of 
the battery, but most of the tests require the battery with 

fully out operation states, which restricts its practical appli-
cations. To overcome this limitation, dynamic conditions 
should be considered. Zhu et al. [243] studied the regularity 
of φ after current excitations with short relaxation time and 
put forward a multilinear regression to correct the relation-
ship between φ and temperature. But it is still not suitable 
for all operating conditions. The temperature monitoring for 
dynamic operation should be extensively studied. Besides 
accurately monitoring the temperature of cells, the phase 
shift has proved to be an effective parameter to predict cell 
venting, which could be a decisive condition for best control 
of the batteries [253].

Sometimes monitoring voltage is more effective than 
monitoring temperature. For example, Feng et al. [20] inves-
tigated the thermal runaway features of large format batteries 
by accelerating the rate calorimetry. They found that the 
interval between the voltage drop and the temperature rise 
was 15 s when the battery suffered external heating [20]. 
Besides that, they found that the internal resistance (Rin) 
would rise slowly from 20 to 60 mΩ before thermal runa-
ways. Once the thermal runaway occurs, the Rin will rise dra-
matically to 370 mΩ. Their works provide another method 
to predict and monitor the thermal runaway process [20].

Fig. 14  a Pouch cell with embedded flexible thin-film sensors. Repro-
duced with permission from Ref. [241]. Copyright 2014, Elsevier. 
b Schematic diagram of FBG sensors. Reproduced with permis-
sion from Ref. [246]. Copyright 2017, American Chemical Society. 

c Schematic diagram of multipoint temperature monitoring by opti-
cal sensors. Reproduced with permission from Ref. [248]. Copyright 
2019, Elsevier
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8.2  Monitoring the Dendrites

The lithium dendrite is a potential risk of an internal short 
circuit in LIBs. Dendritic lithium is much easy to be formed 
under high charging current, overcharge, low charging tem-
perature, improper cell balance and the uneven casting of the 
electrode [34]. It is necessary to detect the lithium dendrites 
before a complete internal short circuit.

8.2.1  Online Monitoring

Measuring anode potential (vs. Li/Li+) with a reference elec-
trode (RE) [256, 257]. The critical criterion is that lithium 
dendrites will be formed if the anode potential drops below 
0 V [256, 257]. The typical RE is metallic lithium foil. How-
ever, the potential of metallic lithium is highly related to 

the SEI interface. Some researchers propose lithium alloys 
including  LiySn and  LiyAl. [258] or lithium intercalation 
compounds like LFP and LTO as Ref. [259]. Lithium inter-
calation compounds with stable operating potential and less 
reaction with electrolytes have been recognized as the prom-
ising REs. To reduce the impact on the ionic pathway, the 
reference electrode should be miniaturized. Some research-
ers proposed depositing reference materials onto inert sub-
strates such as thin Ni, Cu or Au wires [260]. In recent years, 
Wu et al. [261] developed a new kind of separator integrated 
with a reference electrode (Fig. 15a) and designed a sand-
wiched separator with thin and porous conducting metal as 
the middle layer. By monitoring the voltage between the 
middle metal and the anode, the dendrite could be predicted 
before the internal short circuit happens.

Fig. 15  a A new kind of sandwiched separator integrated with a ref-
erence electrode which could predict lithium dendrite by monitor-
ing the voltage between the middle conducting metal and the anode. 
Reproduced with permission from Ref. [261]. Copyright 2014, 
Nature. b-I Schematic of the in situ optical cell designed as side-by-
side arrangements. b-II and b-III In situ observation about the lith-
ium deposition during the overcharge process. b-IV and b-V In situ 
observation of dissolution of lithium dendrites during the discharge 
process. Reproduced with permission from Ref. [271]. Copyright 
2015, Royal Society of Chemistry. c-I and c-II In situ TEM images 

of lithium deposition at the interface of a Pt working electrode dur-
ing the first charge cycle. c-III Dissolution of lithium dendrites dur-
ing the first discharge cycle. c-IV and c-V The lithium deposition 
during the third charge cycle. c-VI Dissolution of lithium dendrites 
during the third discharge cycle. Reproduced with permission from 
Ref. [272]. Copyright 2015, American Chemical Society. d-I and 
d-II Schematic of the operando EPR cell with a reference electrode. 
Reproduced with permission from Ref. [274]. Copyright 2017, Else-
vier
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High-precision measurement of Coulombic efficiency It 
is reported that the metallic lithium plating on the anode will 
reduce the Coulombic efficiency (CE) of the battery [260]. 
Recognizing subtle change in CE to detect the lithium plat-
ing is feasible. Dahn et al. [262] got the critical charging rate 
to avoid lithium deposition at different ambient temperatures 
by measuring CE with precision of 0.01%. However, the side 
reaction such as the oxidizing reaction of electrolytes during 
the cycle will affect CE too, which will disturb the measur-
ing accuracy of lithium deposition.

High-precision measurement of the thickness of batteries 
It is reported that the volume of graphite anodes is sensitive 
to the lithiated elementary state, while the volume change of 
cathode materials during cycles is much smaller [260]. Com-
pared with intercalating lithium into the graphite, depositing 
lithium on the surface of the anode shows an extra increase 
in overall volume. Lithium plating will bring about a gain in 
volume of 0.37 cm3 Ah−1, while charging 1 Ah by intercalat-
ing lithium will cause a volume change of 0.12 cm3 [263]. 
Based on this theory, Bitzer et al. [263] developed a spring 
gauge measurement setup with precision of 1 μm to detect 
the lithium plating by measuring the thickness change of 
the cell during charge. Rieger et al. [264] applied a more 
accurate laser scanning technique to detect local thickness 
changes during operation. Grimsmann et al. [265] proposed 
an inductance sensor based on the eddy current principle 
with the advantage of high resolution and noncontact to 
monitor the thickness change of the cell. However, this 
method is only suitable for pouch cells to detect the volume 
change after lithium plating. Besides that, side reactions 
such as electrolyte redox reaction will produce gases, which 
may disturb the accuracy of this method.

Detecting the difference of the voltage plateau after 
charging The potential of metallic lithium depositing on 
the graphite surface is lower than  LixC6, which results in 
the preferential oxidation of lithium plating during the 
following discharge process [260, 266]. It is reported that 
the preferential oxidation of lithium plating will generate 
a high-voltage plateau during the following discharge pro-
cess. Smart et al. proved that the quantity of lithium plating 
could be evaluated by the length of the plateau [267]. Petzl 
et al. [268] detected the quantity of deposited lithium by 
differential voltage (dV/dQ) analysis by taking the SOC into 
consideration. In addition, the potential difference between 
deposited lithium and  LixC6 will push the metallic lithium 
to be reinserted into the graphite [260]. The potential differ-
ence will drop during the subsequent relaxation and result 
in a voltage plateau, which offers a new method to monitor 
the lithium plating [257, 266, 269]. Schindler et al. [270] 
introduced an improved voltage differential (dV/dt) to study 
the voltage relaxation processes. Luders et al. detected the 
lithium plating by voltage relaxation combined with neutron 
diffraction. Their results showed that the improved dV/dt 

could effectively monitor the lithium plating in different tests 
[269]. Monitoring the voltage plateau is a promising online 
method to detect lithium plating because it does not need 
special and expensive equipment.

8.2.2  In Situ/Ex Situ Detection

Lithium plating can also be discriminated by optical micros-
copy, transmission electron microscopy (TEM), scanning 
electron microscopy (SEM), atomic force microscopy 
(AFM), neutron diffraction, electron paramagnetic reso-
nance (EPR) and nuclear magnetic resonance spectroscopy 
(NMR), etc. These techniques are suitable for investigating 
the mechanisms of lithium plating rather than only online 
detection. Among them, neutron diffraction measurement, 
NMR and EPR can be conducted without destroying the cell.

Morphology characterization Optical microscopy is 
the common technology used to observe the lithium den-
drite growth on the anode side by side or face to face with 
a quartz glass window in an in situ optical cell [266, 271]. 
Figure 15b-I illustrates the side-by-side optical cell designed 
by Guo et al. [271]. Figure 15(b-II) and (b-III) shows the 
formation process of lithium plating during charge [271]. 
Figure 15(b-IV) and (b-V) displays the dissolution of lithium 
dendrites on graphite during discharge [271]. SEM, TEM 
and AFM are effective to characterize the formation of lith-
ium plating in the microscale in situ or ex situ [272, 273]. 
Figure 15c shows the typical images about lithium dendrite 
growth, and stripping on the Pt working electrode is taken 
by in situ TEM [272].

Neutron diffraction Neutron diffraction measurement is 
a powerful tool to study the lithium dendrites because it can 
analyze the distribution of lithium in the electrode without 
interference from another component of the cell. Zinth et al. 
[47] researched the influence of the charge rate on anode 
lithium plating by in situ neutron diffraction. To match with 
the voltage relaxation behavior, Luders et al. [269] extended 
the experimental approach by combining voltage relaxation 
and in situ neutron diffraction. They got the relationship 
between C-rates and lithium plating [269].

NMR and EPR NMR and EPR are deemed to be practical 
tools to detect lithium metal within graphite anodes based on 
the particular range of resonance frequency related to metal-
lic lithium [257, 274]. It is reported that the lithium plating 
could be quantified by the intensity of 7Li signals. Gotoh 
et al. [275] applied in situ 7Li NMR to research the behavior 
of deposited lithium when the battery is overcharged. They 
found that the lithium plating could reinsert into the graph-
ite anode, which provides the theoretical basis for detect-
ing lithium plating by analyzing the voltage plateau after 
charging mentioned above [275]. Compared with NMR, 
EPR shows higher sensitivity for lithium plating detection 
because EPR microwaves have about ten times more skin 
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depth in comparison with NMR radio waves [25]. Wandt 
et al. [25] applied operando EPR to compare two cells with 
different electrolyte additives and found that the fluoroethyl-
ene carbonate (FEC) additive could reduce the formation of 
lithium plating. Then, they improved the battery combining 
with the LFP reference electrode (Fig. 15d-I and d-II) [274]. 
They deconvoluted the Coulombic inefficiency and quanti-
fied the contributions of both dead lithium and active lithium 
loss due to SEI formation, which is useful to optimize the 
fast charging procedure, model validation and so on [274].

8.3  Detecting Gas Leakage

The battery seal is an important factor related to safety. A 
damaged battery seal may result in the leakage of volatile 
and flammable solvents, which poses serious safety concerns 
for users. There are several abuse circumstances that lead 
to the fracture of the cell, such as the undetectable dam-
age during battery production, battery system assembly or 
maintenance [24]. Furthermore, overcharge, overheat, inter-
nal short circuit, etc., will cause violent chemical reactions 
and hence release gases [15, 276]. Once the safety valve or 
shell cannot stand the pressure, the battery will fracture and 
vent dangerous toxic gaseous mixtures  (CH4,  C2H4,  C2H6, 
 C3H6,  H2, CO,  CO2, HF,  PF5, etc.) [32, 277]. Golubkov et al. 

studied the breakup process of 18650 consumer cell with 
three types of cathodes (LFP, NMC, LCO/NMC) in an argon 
atmosphere. In their experiment, the safety vent will open 
at 160 °C [31]. The results showed that the amount of gas 
strongly depended on the cell type. Both metal-oxide cells 
released a large amount of gas at a high rate [31]. The gas 
evolution was detected as shown in Fig. 16(a-I)–(a-III). Fer-
nandes et al. [278] identified the gases emitted by overcharg-
ing 26,650 cells with LFP cathodes. Their analysis showed 
that  CO2 accounted for 47% of the gas production, while  H2 
for 23%,  C2H4 for 10%, CO 4.9% and  C2H5F 4.6% [278]. It 
is reported that the main components of gas evolution are 
 H2 and  CO2 and that almost all of the metal-oxide cells will 
produce a considerable quantity of CO [30, 31, 277]. This 
may open a new avenue for monitoring working condition 
and preventing the thermal runaway for LIB systems.

Wenger et al. [24] used a gas sensor to detect vola-
tile organic compounds (VOCs) when electrolyte leakage 
occurs at an early stage. Figure 16a–c shows the photo-
graph of the sensor based on MEMS MOS gas sensors, 
and Fig. 16d, e shows the picture of the test setup with a 
5-Ah cell placed in a container in which a MEMS MOS-
based sensor is installed [24]. Compared with the tradi-
tional detection methods such as temperature and voltage 
detection of a cell failure, the gas sensor shows much more 

Fig. 16  a The compositions of produced gases for LCO/NMC cells. b 
The compositions of produced gases for NMC cells. c The composi-
tions of produced gases for LFP cells. Reproduced with permission 
from Ref. [31]. Copyright 2014, Springer. d Digital image of the gas 

sensor. e Equipment setup for leakage tests. Reproduced with permis-
sion from Ref. [24]. Copyright 2014, IECON 2014—40th Annual 
Conference of the IEEE Industrial Electronics Society
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sensitive detection capability [24]. For instance, during 
the overcharging experiment, the gas sensor detected the 
failure earlier than the temperature sensor when the cell 
temperature was below 60 °C [24]. Thus, performance and 
practicality should be considered together in real applica-
tions [24]. Raghavan et al. [30] developed a safety device 
to monitor the battery states based on sensing the quantity 
of  CO2 and hydrocarbon gas. Their device showed good 
sensitivity to the internal short circuit [30]. In summary, 
monitoring gas is a useful method to timely alert the safety 
status. However, too sensitive detection may cause a false 
alarm.

9  Summary and Prospects

The invention and application of LIBs brings a lot of con-
venience to our life. But the safety issue always exists 
and needs to be urgently investigated, especially for the 
LIBs with high energy density. In-depth understanding the 
failure mechanism and building safe batteries effectively 
are of critical importance in the future research, which 
we have discussed in this review. Here, the complicated 
triggering conditions of EV safety issues are divided into 
mechanical, thermal and electrical abuse, which specifi-
cally include car crash, battery leakage, overheat, over-
charge, electrical system failure and so on. In order to 
simulate these abusive conditions, many compulsory test 
standards have been formulated to test LIBs before appli-
cation in EVs.

Generally, LIBs are voltage and temperature-sensitive 
products. In all abuse conditions, overcharge and over-
heat are the most serious events that may lead to ther-
mal runaways. Upon a deep understanding of the failure 
mechanisms of cell components, constructing full gradient 
concentration Ni-rich oxide cathodes to balance energy 
density and thermal stability, building robust SEIs for the 
anode, improving thermal stability for separators have 
proven applicable to build safe batteries. Additionally, 
alternative lithium salts, effective functional additives 
and nonflammable solvent systems like novel aqueous 
electrolytes and polymer electrolytes have been proposed. 
Furthermore, high-concentration lithium salts and novel 
encapsulation technologies have been used to avoid direct 
contact between additives and electrolytes and hence to 
improve battery performance. Since the battery is a frail 
system, improving one parameter may sacrifice other bat-
tery merits. With better components, the durable bounda-
ries of batteries could be expanded. Although component-
level safety is so important, the application of operando 
techniques for monitoring the internal condition of LIBs is 
also necessary, it could ensure the cell working in the suit-
able voltage/temperature range and identify potential risks 

ahead of time, but it still has not drawn enough attention. 
More importantly, temperature, voltage, dendrites and 
gas release are important factors that we should pay much 
attention to. New online monitoring approaches, especially 
for lithium dendrites, should be further developed.

Although great progress has been made on the design of 
safer cells and packs for LIBs, many intrinsic challenges 
still remain due to the existence of flammable organic 
solvents and some other uncertainties. To completely 
address this safety problem, undoubtedly, solid-state bat-
teries (SSBs) are good choices. Nonflammable electrolytes 
and lithium anodes are combined to achieve high energy 
density and safety together. However, there are many chal-
lenges in the development of SSBs. For example, qualified 
solid-state electrolytes with high ionic conductivity and 
good manipulating ability are still under investigation; 
poor compatibility between lithium metal and solid elec-
trolytes would induce great interfacial resistance and result 
in poor electrochemical performance, and the manufactur-
ing technology for SSBs is not mature. Fortunately, lots of 
progress has been achieved with more and more research-
ers involved in the field of SSBs in recent years. With con-
tinuous and intensive worldwide efforts, we believe that 
SSBs will no doubt become the choice of next-generation 
safe rechargeable batteries in the near future.
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